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CyberArk Enterprise Password Vault Configuration Guide 

This guide provides information for configuring the CyberArk PAS solution for syslog event collection. This Connector 

is supported on Windows, Linux, and Solaris platforms. Device versions 6.0 and above are supported. 

Overview 

CyberArk® Software is a global information security company that specializes in protecting and managing privileged 

users, applications and sensitive information to improve compliance, productivity and protect organizations against 

insider threats and advanced external threats. With its award-winning Privileged Account Security (PAS), Sensitive 

Information Management and Privileged Session Management Suites, organizations can more effectively manage 

and govern data center access and activities, whether on-premise, off-premise or in the cloud, while demonstrating 

returns on security investments. 

In regards to ArcSight Integration, CyberArk’s PAS solution provides the capability to monitor and track the usage of 

every privileged account in an organization. It allows organizations the capability to answer the question of who is 

using privileged credentials, when and why. With the addition of the Privileged Session Manager, organizations can 

then extend this functionality to answer the question of what is occurring during the usages of these privileged 

credentials. This audit information plus much more regulatory data required for determining access controls, etc. can 

be forwarded to your HP ArcSight Implementation to provide one unified view for all privileged activity. For example, 

when a user checks out an Administrator id from our PAS solution, connects to that Windows Server, and performs 

some type of privileged activity including clearing the native windows audit log, an event will show in ESM that 

Administrator cleared the log. Here is where CyberArk comes in. We provide the accountability through correlation or 

just simple CEF forwarding that will allow you to see the exact person that used that credential within the same 

console. Furthermore, you could create correlation rules, possible active remediation rules, session management 

viewing, and/or dashboards from within ESM. This will ultimately provide an organization with one unified approach 

for alerting and notification for lighting fast forensics and change management capabilities. 

Configuration 

In regards to configuration within the CyberArk PAS, a simple configuration change needs to be made to the Digital 

Vault server. Included out of the box is an xsl parser for HPE/ArcSight CEF. On the Vault server, you will simply point 

to the IP Address(s) of your HPE ArcSight implementation and define the Port you are sending over (514 UDP is 

default but can be modified to TCP. Lastly you will configure the event ids that you want to send from the CyberArk 

solution to HP ArcSight. Included with this document are the available events that can be sent. Over 300 events can 

be configured. Below is a screenshot of the configuration in the CyberArk PAS solution. A restart of the Vault server 

is required once configured. You also have the option of sending to an ArcSight CEF Smart Connector which can 

then forward on to ESM. 

 



 

  



 

Screen Shots 
 Included below are screenshots illustrating various connections into the CyberArk PAS solution including retrieval of credentials for 

Windows, Unix and Databases. Dashboard examples are also illustrated below. 

 

 



 

 

 

 

Events 

For a complete list of events and action codes available in the User and Safe Activities (LogList) report that can be exported to a SIEM 

solution using Syslog protocol, refer to the Vault Audit Action Codes section of the Privileged Account Security Reference Guide v9.7, 

page 281. 



 

Device Event Mapping to ArcSight Data Fields 

Information contained within vendor-specific event definitions is sent to the ArcSight SmartConnector, then mapped 

to an ArcSight data field. 

The following table lists the mappings from ArcSight data fields to the supported vendor-specific event definitions. 

CyberArk Connector Field Mappings 

ArcSight Event Data Field CyberArk Field Definition Field Description 

act Action A description of the audit record (Login, PSM Connect/Disconnet, 

Password Retrieval, etc) 

suser Issuer The name of the Vault user who performed the operation 

fname File The name of the target file, ie: Object path (Folder+ObjectName) 

dvc GatewayStation The IP of the web application machine (PVWA). 

shost SrcHost If it’s PSM Connect and Disconnect event we will show SrcHost value 

otherwise we will show station value. 

dhost DstHost If it’s PSM Connect and Disconnect event we will show DstHost value. 

duser User If it’s PSM Connect and Disconnect event we will show User value. 

externalid SessionID PSM Session ID 

app Protocol  

reason Command ExtraDetails Specific extra details of the audit records. 

cs1Label Affected User Name  

cs2Label Safe Name  

cs3Label Device Type  

cs4Label Database  

cs5Label Other Info  

cn1Label Request ID  

cn2Label Ticket ID  

 


