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1. Cl - CyberArk Integration Overview

The CyberArk Privileged Access Solution is integrated with Cross Identity helps to provides a
Centralized view of both regular user access and Privilege user access, access request for
Privileged Access, multi-level approval, Access Review for Privileged access and Compliance
reports. It also provides centralized management for all Identities, CyberArk accounts and groups
to ensure it aligns with organizations regulatory compliance.

CyberArk Integration Framework

Cross Identity IGA (] CyberArk
Solution e Integration Server
Provides identity [ -ﬁ ? (/\)
qovernance and b @ Manages secure

access and password

access management - management

features.

Cross identity integrated with CyberArk by using connector (CyberArk version 14), and it is
working as expected. The following use cases have been successfully tested:

e Reconciliation

¢ Create account

e Modify account

e Suspend account

e Restore account

e Add entitlement

e Remove entitlement

2. Cl - CyberArk Integration Benefits

Cross Identity’s integration with CyberArk provides organizations with a unified framework to securely
manage privileged and non-privileged accounts. The key benefits include:
1. Centralized Visibility
o A single dashboard to monitor and track both privileged and standard user accesses.
o Helps administrators maintain a complete inventory of accounts and permissions.
2. Streamlined Privileged Access Provisioning
o Privileged account provisioning can be automated based on user roles or triggered
through access requests.
o Multi-level approval workflows ensure that access is granted only after proper
validation.
3. Effective Access Reviews
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o Reviewers can evaluate privileged users’' access rights to ensure alignment with the
principle of least privilege.

o Verification ensures that users retain access only to the safes and target applications
they legitimately require.

4. Risk Reduction and Compliance Alignment

o Eliminates redundant processes by centralizing privileged access management.

o Proactively identifies and closes security gaps to reduce exposure to insider threats and
external attacks.

5. Automated Policy Enforcement

o Policies for privileged access are automatically applied, ensuring consistent security

practices.

o Violations or anomalies are detected quickly, enabling corrective actions before they
escalate into risks.

3. Cl - CyberArk Integration Architecture

Cross Identity IGA Solution

Cross Identity - CyberArk Integration Architecture

/ Cross identity IGA

Solution

Cross Identity

ClUsers

CYBERARK
\ CyberArk And Integration

server

Applicatsons

CyborArk Groups
CycrAs Privicges

Access Request

Account Life Cycle Amanfe

/ CyberArk ntegratad PAM \

Components Managed:

o Cl Users

o CyberArk Accounts

o CyberArk Groups

www.crossidentity.com



o CyberArk Privileges
o Core Features:
o Access Request
o Access Review
o Account Life Cycle Management

This ensures that privileged accounts and entitlements in CyberArk can be managed just like any
other identity within CI.

4. Cl - CyberArk Integration Use Cases

The Cross Identity and CyberArk integration enables multiple identity lifecycle and governance use
cases that strengthen security, improve compliance, and streamline operations:
1. Account Creation & Provisioning
o CyberArk accounts can be provisioned directly through Cross Identity using role-
based provisioning or end-user access requests.
o Ensures that privileged accounts are created with consistent policies and approval
workflows.
2. Group Assignment with Approvals
o Administrators or end-users can request additional group memberships for CyberArk
accounts.
o Requests are routed through multi-level approval workflows, providing strong
governance over privileged access.
3. Account Reconciliation
o Cross Identity can automatically collect and synchronize all CyberArk accounts into
its identity repository.
o This ensures that the Cl platform has a complete and up-to-date view of privileged
accounts.
4. Entitlement & Group Mapping Reconciliation
o Privileged groups and account-to-group mappings from CyberArk are reconciled into
Cross Identity.
o Provides administrators with clear visibility of entitlements and their associated users.
5. Access Review for Privileged Accounts
o Managers and reviewers can conduct periodic access reviews of CyberArk accounts.
o Access certifications help ensure that users have only the necessary privileges,
supporting compliance audits.
6. Access Suspension or Removal
o Privileged account access can be suspended or revoked directly through the Access
Review process.
o Prevents unauthorized continued access when roles or responsibilities change.
7. Automatic Account De-provisioning
o When a user is terminated in Cross Identity, the associated CyberArk account is
immediately disabled or deleted.
o Eliminates orphaned privileged accounts, reducing insider threat risks.
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8. Compliance Reporting
o Cross Identity generates detailed compliance and audit reports showing users, their

CyberArk accounts, and entitlements.
o Reports can be exported in Excel or PDF formats to support regulatory audits and

internal governance.

5. Configure CID Communication Agent
Cross Identity (Cl) is a cloud hosted solution. To enable Cross Identity to communicate to on-
premises applications like Active Directory (AD) as well as to other cloud applications it is
essential that a data communication component ties these three together.

This is accomplished via an on-premises agent that needs to be downloaded and installed. This
document describes the steps needed to achieve this.

To begin, use any internet connected system running 64-bit Windows for the installation.

6. Install the CIDAgent

1. Login to Cross Identity from the End-user Portal using end user credentials.

Select Language v

CR®SS|DENTITY

ContactUs click here

2. If the End-user has privileges to be an admin, the user will be able to see the ‘Go to admin
console’ button on their end-user landing page.
Note: After Clicking on the ‘Go to admin console’ button the user will land on the Application’s

page.
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Applications 4 / Applications
All87) SAML(23) Web(24) Desktop(4) OAuth(9) 0IDC(3) NATIVE SSO(0)

oy N Oy N s Lo

=~ A4 =~ =

AWS AWS_IGA AWS_ULM Azure Pr.. Azure Pr.. Azure Pr..

~N N <N : -~ N

CBS Fina.. Centos CIPAM CyberArk Database.. File Ser..

N N N @ N 7N

b4 A4 b4 A4 4
JUMPCLOU.. NACH Network .. Office365 SAP Servicen..

3. Navigate to "Advanced” from the left menu pane then Click on the "“Download” tab

CR@®SS DENTITY oo v

Advanced A / Advanced

User Schema Attributes SMTP Configuration SMS Configuration Access Management Integration User Registration Supported Languages Application Attributes

Dashboard
Geolocation Settings Login Page

2 Applications
Tenant ID : 262

Roles

Upload Thick Client Agent Installer

— Thick Client Agent + identit ’ . ent t ast Updated Datetime

Identity Sources ‘ L]

Identities

5 Workflows

Agent Download

Security

o =
= Reports -
€ Advanced

A nt Status

@, User License . .

— CID Agent (Active) Last Updated Datetime

—— ettty t ;

B rersonalization

- EA-FA-AA-EC-EE-EA, IP Add)

Note: the “Tenant ID” that is displayed — “Tenant ID: 262"

4. Note the list of Agents, Download the “CID Agent” (~350MB download).

5. To Install the agent, administrator privileges on the server will be needed.

6. When prompted to enter the “Tenant ID", enter the one you noted in step 4.

7. You can change the suggested HTTP and HTTPS ports. Save and you are ready to go.

8. After Completing the above Installation process, check the status of the agent in the same Download
tab. Status could be Active and Running or Inactive.
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7. Integration Configuration

1. When the user logs into CID as an Admin, the admin user will land on the Application’s page
as seen below.
2. From the menu on the left side, select ‘Applications’, then select the IGA tab.

3. On the IGA tab, Select the CyberArk Application.

4. Update Applications name, Application Logo, CyberArk tenant URL, admin username,
password , port number in application configuration page.

CyberArk A / Cyberark

LN NG RO I Application Account Attributes Application Authorization  Accounts  Reconciliation  Entitlements  License  Application Attributes  Reconciliation Status

Application Name”
Cyberark
Connector War Name

CYBERARK2.war

Download Warfile

Application Logo™

Choose File | No file chosen

URL™

https://services-uscentral.skytap.com

Username”
Administrator
Password”

port Number®

19189

Please note: The SSL certificate should be in the cyberArk connector to enable a secure
channel.

+ Apache Software Foundation > Tomcat 9.0_Tomcat9 sirisha > webapps > CYBERARK2 > WEB-INF > classes v

com
logdj.properties
rabbitmaq.properties

recontype.properties / 11/4/:
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5. Configure the Application Account Attributes as seen below to map application attributes to
Cross Identity attributes.

CyberArk A / GyberArk
Application Configuration [EENSSIETTNPI N Fuig N Application Authorization  Accounts  Reconciliation Entitlements. License  Application Attributes Reconciliation Status

Account Attribute Mapping Evaluation Operation Sync with User Profile Attribute

User Name(usemame) User Profile Attribute ~ Username v Both v O ﬁ
ARG User Profile Attribute v First Name v Both v O ﬁ
Last NameflastName) ser Profile Attribute v Last Name v Both v O ﬁ
Ml ] ser Profile Attribute v Middle Name: v Both v O ﬁ
Email(homeEmail) ser Profile Attribute v Email Address v Both v 0 ﬁ
ECbiRboneimber) ser Profile Attribute v Mobile v Both v O ﬁ

6. Configure the reconciliation attributes as seen below. These will be used to populate
account attributes in Cross Identity and give the priority.

7. The Run button on the upper left of the screen is used to manually reconcile the
Account and Entitlements from CyberArk. We also have the option to schedule
reconciliation.

CyberArk A / CyberArk

Application Configuration  Application Account Attributes  Application Authorization  Accounts Entitlements  License  Application Attributes  Reconciliation Status

Oschedule Reconciliation
Y Filter Recon

User Profile Attribute Application Attribute Priority

Username Application Attribute v | User Name(username) v 1 ﬁ

8. Once reconciled, the Cross identity admin can view the Account and Entitlements from
CyberArk.
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Application Configuration  Application Account Attributes  Application Authorization Reconciliation  Entilements  License  Application Attributes

Reconciliation Status

Owned Accounts [EESTEIEHFIGTaIES

Total Accounts: Owned Accounts:7  Orphan Accounts:

Change Display Attribute

Show 10 v entries

# Account ID Owner ID
Agustine Agustine
Aloysius. Aloysius
alex.a alexa
christ jerald christ.jerald
mark.andreson mark.andreson
maxwell john maxwell, john
maxwelll.roberttt maxwelll.roberttt

Cl Provisioned Account Type Status

No PRIMARY ACTIVE
No PRIMARY ACTIVE

No PRIMARY INACTIVE e ot [ Remove owner [l Ed
No PRIMARY INACTIVE ew Entitlements
No PRIMARY ACTIVE Remove Owner

No PRIMARY INACTIVE

Yes PRIMARY INACTIVE

Showing 1to 7 of 7 entries

8. Cross Identity Access Request Module

In Cross Identity, an end-user can request Access for any application. Based on the workflow
configuration, it will go through a single level or multi-level approval process. Once approved access

will be provisioned in the target application. Here is the process.

1. End-User should log into Cross Identity with username and password.

2. On the left side menu, click on Request Access.

222 CReSS

H “
My Apps
Launchpad
Manage App 0 | 1t A
Macnca Cracentiak
St acraes - (A -
ok
ActiveCollab Appstore AWS SSO BambooHR
Approval Tasks
Crowdin Facebook FileServer Gmail
RCP s E:'A‘ D) ¢
B
RDP SalesForce S.. SAPECC SnapHRM

U change Password

3. Select any of the 4 entities for the access request (Note: This is Shown for CyberArk application

and Entitlement).

Go to Admin Console

Q

compact
foENTITY

€I - Admin

LinkedIN

cd
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Request Access

Roles Application and Entitlement dentity
Request Access for self Request Access for others

show[lo  +|entries seren [ ]
# Name *
(O | Active Directory
O | active test
O ws
O NS IG
O  AwsUM
Q | Azure Provisioning
QO | cBsFinacle
QO | centos
O  capam
O | cyberark
Showing 1to 10 of 15 entries Previous 2 Next

4. The End User can select the access that is required. He can either request an Application
Account or an Account with Entitlement (Auditors) Access.

Application and Entitlements X

I want to request for:
O Application Account

@® Application Account with Entitlement o

Entitlements: |Search Entitlements |a Selected Entitlements:
No » Auditors (CyberArk)
F »
F “
p
[= “
[0 Permanent Access
Access Request For: Days
Comment/Justification*
~

=3

5. The End-User should provide the information in the comment/Justification field to justify the
request, After Completing the information, Click Submit.

6. The End-User can also track their requests made by selecting ‘Track Request’ from the left side
of the menu pane. In the Track Request, the end-user can check who is the Approver and the

status of the access request.

7. Once the request is submitted. The request goes to the manager or Approver for approval as
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per the Cross Identity workflow configuration.

Pending Approvals. Past Approvals
show 10 ~ entries
# Access Type ¢ Roquested By
o ROLE george.allan
o RoLE
o RoLE
o ROLE
o ENTITLEMENT
@ Auditors ENTITLEMENT
o AWS_ULM APBLICATION
o CT_IT Infra ENTITLEMENT
o CT_IT Infra ROLE
o CT_IT Infra ENTITLEMENT

Showing 11 Lo 20 of 73 entries

® Copyright 2022 llantus Technologies Private Limited

Previaus

Requested For

V22,4204 Powered By lismtus

a8 Mext

8. When the manager or Approver logs in, he will be able to see access request that is pending

for his approval.

9. The Approver can either approve or deny the request or can delegate the requests, as shown
above for Access Request Approval.
10. The Approver selects an Approve Request item, then there will be an option to update

comments.

Request ID: 1465
Requestor: allan.paul

Requested Access: Auditors

Asset: CyberArkl

Access Type: ENTITLEMENT

Access Duration(Days): 30

Time of request: Wed Dec 07 06:49:39 UTC 2022

c Justi ion from R tor: Please Provide Access to Auditors Entitlement.

(O Nochange () Permanentaccess (® No.ofDays 30 S

Your comments/justification:

'Your request is approved for Auditers Entitlement |

ction of other approvers View Approval/Rejection Trend

11. Once the Approver approves the request the access will be provisioned in CyberArk.
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Users and Groups on Server

= =3 vaunr

Administrator

2. AlMwebService

BhBkkBlkkbkbkbkbkbkBhEkkk

Applications

Auaditor

Auditors

B atch

bizde-

Client-user
Cybersrk-SCIMM
EPkMagent
lantuscitest2
Itamarspp

Itamarspp2
kapaksaml
ketanacylentium. com
kkapadia@bloksec. com
mark_andreson

MMaster

Notification Engines
MNotificationE ngine
partner

Partners

Passwordh anager
Prowviders
PoasaspplUser

A A e

= lIl=aamy_po=aual

-

1
pron

User Rights

2 e e e e e

Logon Period
Al Hours
E =piration date:

Update.

Delete

Bename

Trusted Net &reas.

Safe Ownership. ..

Close

Users and Groups on Server vault

BB EkBBRkBhblkkkkbblkkib

Client-user

Cubentrk-S Tl

E P kA Sucyes it
ilantuscitest2
Itamans e

Itamarfspp2

kapaksaml
letandEcylentium. com
kkapadia@bloksec. com
ek srdresor

MMaster

MNotification Engines
M otificationE ngire
Partner

Partmess

Passwordbd anager
Prowiders
oo st ppl ) ser
Pwiawassppllsers

P el S G W A ccount s
[ N e W=
PRl S bl it or

[

S Applcations -~ —
S Auaditor S uiditors |
| Aaditors | D escription: Awcuditors group
B.atch
bizdew

— by
bk ernbers:

Users/E xternal Groups
allar. pal
A edlitor
[=T== o
SCIMM -user

b=t %

Update. ..

Delete

Rename

P et

Safe Owrership. ..

Close

_— e b e e

9. Cross Identity - Access Review Module

In Cross Identity, the admin can configure different types of access reviews such as —

User Access Review — Manager as reviewer.

e Application Owner Review — App Owner is the reviewer.

Entitlement Review — Manager as reviewer.

Role Review — Manager or Any authorized role can review.

1. The admin can configure different types of workflows for Access Review. In this case shown
below for an Entitlement Review.
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Edit Workflow - CyberArk Entitlement Review

Configuration Reviewers Review Campaigns

@ / Edit Workflow

Add Target Remove Target

# Application Entitlements

O CyberArk All entitlements will be reviewed.

2. Once the admin starts the review, Cross Identity will send email notification to all the reviewers.

Pending Reviews »

Ic,\ berark Entitiement Review

Back

v Type : ENTITLEMENT Start Date : 12/07/2022 - End Date:: 01/06/2023 [

‘ | Q Ssearch ‘
Username % Email ID Review Status & Comments Action
(o] allan.paul Allan.p@mailinator.com Not Started
Application Name#  Ne. of Entitlements & Progress Status
B cyberarkl 2 0%
Account Name Entitlement Name # Review Status Comments Action
B allanpaul Auditors PENDING Access revoked Y (31
allan.paul PYWAUsers PENDING Yy

¢ ° ’

3. Once the reviewer logs in to Cross Identity, they will be able to see all their sub-ordinates and

their accesses.

4. The reviewer has the option to revoke or retain any of the Accesses.

Pending Reviews »

IL,\bx:‘A\ k Entitlement Review

Back

v Type : ENTITLEMENT Start Date : 12/07/2022 - End Date : 01/06/2023 50%

[ Revoke operation is successful. x] ‘ e | ‘ Q search
Username ¢ Email ID$ Review Status ¢ Comments Action
o] allan.paul Allan.p@mailinator.com In Progress
Application Name#  No. of Entitlements Progress Status.
B cyberarki 2 50%
Account Name Entitlement Name $ Review Status $ Comments Action
allan.paul Auditors. REVOKE Access revoked Vi
allan.paul PVWAUSers PENDING y

5. If he retains no action is required. If the Reviewers revokes, then the access will be

revoked inCyberArk.
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Users and Groups on Server vault

= weailt ~
& Administrator
S AlMwebService
: allan. paul
=g Applications
S, Auditor

B atch
bizdew
Client-user
Cybertrk-SCIkM
EPkMigent
ilantuscitest2
Itamarspp
Itamarspp2
kapaksaml
ketan@cylentiun. conn
kkapadia@bloksec. com
mark. andreson
Master
Notification Engines
M otificationE ngine
partner
ol Partners
' Passwordkd anager

SF Providers

S Pvwiasppllser

T DA E AR el B

lokoBlkbikkkkkikE

D escription: Suditors group

—
rMembers:

Users/E xtermal Groups:
Auditor

bizdew

SCiM-user

test

R |

Update... |
Delete I
Benarme |
Safe Owenership. .. I

< s THI

I

10. Cross Identity — Report Module

We can generate multiple compliance reports from Cross Identity such as reports that show all
the users who have AD accounts in the organization and the user’s different accesses. The below

screenshot shows the different types of reports you can generate from Cross Identity. s

Reports

Admin Activities  End Identity Activities Transactional Reports
Activity: tiyf v

Select a report type

1. Cross Identity can drill down and can generate a report for a single user as seen below.

Admin Activities  End Identity Activities Transactional Reports

Activity:  Who has A to What v

Username: | Agustin

o & Download PDF & Download CSV

Show 10w entries

Sr No Username Fullname Manager Role Application Entitlement
1 Agustine agustine r Office365 llantus Falconsguard
2 Agustine agustine 1 Cyberark PYWAMonitor
3 Agustine agustine r All Users
4 Agustine agustine r Office365
5 Agustine agustine r Cyberark

Showing 1 to 5 of 5 entries
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Note the screenshot below for an Access Review status report.

Reports # / Reports

Admin Activities End Identity Activities JMeOGEEEI Il  Transactional Reports

Activity: | Revoke Action ~

From: B To: m] T Filter Wl & Download PDF [l & Download CSV

Show 10 ~ entries

SrNo Reviewee Reviewer Access Name Access Type Action Comments
1 queency.r CyberArk APPLICATION REVOKE
2 queency.r CyberArk APPLICATION REVOKE
3 queency.r CyberArk APPLICATION REVOKE

Timestamp
Wed Dec 28 07:46:35 UTC 2022
Wed Dec 28 07:50:09 UTC 2022

Wed Dec 28 08:06:51 UTC 2022

Showing 0 to 0 of 0 entries

Previous Next

3

2. Compliance Reports can be generated in either Excel or PDF format.
3. Reports can be customized as per the organization’s requirement.
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