
 

 

 

 

 

 

Device Authority KeyScaler Web UI 
PSM Universal Connector  

CyberArk Privileged Access Management 
Versions 12.x 

 

 

 

 

 

 

 

Copyright © 2024 CyberArk Software Ltd. All rights reserved. 

This document contains information and ideas, which are proprietary to CyberArk Software Ltd. No 
part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or 
by any means, electronic, mechanical, photocopying, recording, scanning, or otherwise, without the 
prior written permission of CyberArk Software Ltd. 

EPVEMC07-2-0-1 



 

 Device Authority KeyScaler Web UI PSM Universal Connector 2 

   © 2024 CyberArk Software Ltd. | https://www.CyberArk.com 

Installation 

You will receive the Device Authority KeyScaler Web UI PSM Universal Connector from your 

CyberArk representative. The following instructions show you how to install it. 

Prerequisites 

This connection component requires the Secure Web Application Connectors 
Framework which comes out of box starting at version 10.2 

It is recommended to use the latest version of the Secure Web Application Connectors 
Framework whenever possible.  

• A supported browser must be installed. For more information, see Supported 

browsers below. 

• The latest browser driver must be installed for all browsers that you use. For 

more information, see Supported browsers below. 

• Microsoft Edge requires further hardening configuration. For details, see PSM 

Hardening Tasks. 

• CPM plugins require .NET Framework 4.8. If you are using an older version of 

the CPM, .NET Framework 4.8 must be installed on the CPM machine as well. 

• Download the latest version of Secure Web Application Connectors 

Framework from CyberArk Marketplace > Integrations > Secure Web Application 

Connectors Framework. 

  

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm#Supporte
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm#Supporte
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm#Supporte
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Install_PSM_harden.htm#EnableMicrosoftEdge
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Install_PSM_harden.htm#EnableMicrosoftEdge
https://cyberark-customers.force.com/mplace/s/#a3550000000EiCMAA0-a3950000000jjUwAAI
https://cyberark-customers.force.com/mplace/s/#a3550000000EiCMAA0-a3950000000jjUwAAI
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Installation 

V12 or above: 

1. Go to the PVWA -> Administration -> Platform Management. Select the necessary 
platform, select the 3 dots (on the right) and ‘Management PSM connectors’ 

 

2. Select the preferred PSM Server and click ‘Next’. 

3. Drag and drop CC-DeviceAuthorityKeyScalerWebUI.zip

 

 
After importing the PSM connector Zip, extract and copy the "GenericWebPreconnect.dll" file 
to the PSM server(s) Components directory.   

Default path: C:\Program Files (x86)\CyberArk\PSM\Components\ 
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Configuration 

Connection Component Settings 

Connection Component Parameters (Root Level) 

Parameters that define generic settings of the PSM connection component. 
 

Parameter Name ID 

Description A unique ID that identifies the connection component Reference 

Acceptable 
Values 

String 

Default Value PSM-DAKeyScalerWebUI 

 

Parameter Name DisplayName 

Description 
The name to be displayed in the connection selection.  
("click to connect" drop-down on the account view) 
Reference 

Acceptable 
Values 

String 

Default Value Device Authority KeyScaler Web UI 

 

Parameter Name DisableRemoteApp 

Description 

Enable / Disable RDS RemoteApp  
Experience remote applications with the same look and feel as local 
applications.  
Reference 

Acceptable 
Values 

Yes/No 

Default Value No 

 

Parameter Name authentication level:i 

Description 

Defines the server authentication level settings in the RDP file.  
 
0: If server authentication fails, connect to the computer without 
warning. 
1: If server authentication fails, don't establish a connection. 
2: If server authentication fails, show a warning, and choose to 
connect or refuse the connection. 
3: No authentication requirement specified. 
 
Note: Some PSM server environments  require this to be set to 1 
or 2. If this is not required, delete this parameter. 

Acceptable 
Values 

0,1,2,3 

Default Value 3 

 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PASREF/Options%20-%20Connection%20Components.htm
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PASREF/Options%20-%20Connection%20Components.htm
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PASREF/Options%20-%20Connection%20Components.htm
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Target Settings section 

Parameters that define specific target machines settings. These parameters can be 
overridden at the platform or account level. 

Client Specific 

Parameter Name ActionTimeout 

Description 
The maximum number of seconds to wait for an action to complete. 
Reference 

Acceptable 
Values 

Positive integer 

Default Value 
10 
 

 

Parameter Name EnableTrace 

Description Show the connection process for troubleshooting 

Acceptable 
Values 

Yes,No 

Default Value 
No 
 

 

Parameter Name PageLoadTimeout 

Description 
The maximum number of seconds to wait for a page to load. 
Reference 

Acceptable 
Values 

Positive integer 

Default Value 
30 
 

 

Parameter Name RunValidations 

Description 
Specifies if the (validation)action(s) defined in WebFormFields run. 
If set to "Yes", validations are required.Reference 

Acceptable 
Values 

Yes, No 

Default Value 
Yes 
 

 
  

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
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Web Form Settings 

All Web Form settings and parameters can include dynamic parameter placeholders such as 
{address} or {username}. These placeholders are replaced with the value of the 
corresponding account attribute or platform parameter. 
 

Parameter Name LogonURL 

Description 
Specify the URL of the target application login page.  
Reference 

Acceptable 
Values 

URL 

Default Value https://{address}/cp/ 

 

Parameter Name WebFormFields 

Description List of login actions to perform. 

Acceptable 
Values 

List of commands. 
Reference  

Default Value 

//input^[@id="username"^]>{username}(searchBy=xpath) 
//input^[@id="password"^]>{password}(searchBy=xpath) 
//button^[@id="loginbtn"^]>(button)(searchBy=xpath) 
KeyScaler™ Dashboard>(validation)(searchby=text) 

 

Parameter Name EnforceCertificateValidation 

Description 

Enable or disable validation of target website certificates used by this 
connector. To connect to a local web application with an invalid 
certificate; such as LAN applications with self-signed certificates.  
specify No. 
Reference 

Acceptable 
Values 

Yes, No  

Default Value Yes 

Add the connection component to a platform 

1. Go to Administration → Platform Management 

2. Select the platform you would like to add this connector to 

3. Click “Edit” 

4. Go to “UI & Workflows” →  

▪ Right-click → “Add Privileged Session Management” (it may be grayed 
out if the platform already has it configured) 

▪ If there is no “Connection Components” then Right-click -> “Add 
Connection Components” 

▪ “Connection Components”  → Add Connection Component 

5. Rename the newly created “Connection Component” to “PSM-DAKeyScalerWebUI” 
(update Id field) 

6. Click “OK” to save 

7. On the PSM server, restart the service “Cyber-Ark Privileged Session Manager” (or wait 
until the refresh interval has passed) 

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/psm_WebApplication.htm?tocpath=Developer%7CCreate%20extensions%7CPSM%20Connectors%7C_____2#configureCPMPSM
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Configure AppLocker 

The PSM installation includes an AppLocker script which enables PSM users to invoke 

internal PSM applications, mandatory Windows applications, and 3rd party external 

applications that are used as clients in the PSM. 

All AppLocker rules are defined in the PSMConfigureAppLocker.xml file in the PSM 

installation folder → Hardening. 

• If your environment includes executables that must be allowed, in addition to 

those that are built-in to the PSM installation, such as PSM Universal Connectors 

executables, you must edit this file to add rules that will allow these executables. 

• If you have connectors deployed using shared universal connector deployment 

on multiple PSM servers they will be updated automatically in the AppLocker 

rules. For details, see Deploy Universal Connectors on multiple PSM servers. 

Associated executables are automatically updated in the AppLocker rules, but 

DLL dependencies must be added manually. 

• Beginning in version 12.2.4, DLL files are allowed only when located with the 

allowed executables. If your environment includes DLL files that are not located 

with the allowed executables, you must add them to 

the PSMConfigureAppLocker.xml file. 

• Reference: 

 https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PAS%20INST/Configure_Applocker.htm 

  

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PASIMP/ConfigurePSMUniversalConnector.htm#Shared
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/13.0/en/Content/PAS%20INST/Configure_Applocker.htm
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If your PSM server is hardened and AppLocker is enabled, you will need to 

perform the following configuration changes so the CyberArk Secure Web 

Application Connectors Framework dependencies will be allowed to run:   

Open Powershell as Administrator from: 

 C:\Program Files (x86)\Cyberark\PSM\Hardening 

1. Run:   notepad PSMConfigureAppLocker.xml 

2. For Google Chrome, add the following lines to the bottom of the 

PSMConfigureAppLocker.xml file, above the </AllowedApplications> tag. 

<Application Name="Chrome" Type="Exe" Path="C:\Program Files 

(x86)\Google\Chrome\Application\chrome.exe" Method="Publisher" /> 

<Application Name="ChromeDriver" Type="Exe" Path="C:\Program Files 

(x86)\CyberArk\PSM\Components\chromedriver.exe" Method="Hash" /> 

3. For Microsoft Edge, add the following lines to the bottom of the 

PSMConfigureAppLocker.xml file, above the </AllowedApplications> tag. 

<Application Name="Edge" Type="Exe" Path=" "C:\Program Files 
(x86)\Microsoft\Edge\Application\msedge.exe" Method="Publisher" /> 

<Application Name="EdgeDriver" Type="Exe" Path="C:\Program Files 

(x86)\CyberArk\PSM\Components\msedgedriver.exe" Method="Hash" /> 

Note: You may need to change the path(s) listed above to match your environment.  

In the same Powershell window run: 

 PSMConfigureAppLocker.ps1  

Following a successful completion of the script, reboot the PSM server to apply the 

AppLocker changes. 

  

 


