BULWARX

MASTERING CYBER SECURITY

Checkpoint SmartDashboard R77 -
PSM

Description
Connect securely to Checkpoint SmartDashboard Console

Vendor
This connection component is designed for secure connection to the following target:

Vendor Checkpoint
Product SmartDashboard Console
Product Category Security Appliance

Product Versions R77

CyberArk

This connection component works with the following CyberArk versions:

CyberArk Solution Privileged Session Management
CyberArk Product Privileged Session Manager (PSM)
CyberArk Versions 9.7 or higher

Artifact Version 1.0

Out of the Box NO

Out of the Box in versions
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Support & Certification

Developed by Bulwarx Ltd.

Certification Level Community

Prerequisites
The following prerequisites are required on the machine that will run this connection component :

e Aninstallation of the Checkpoint SmartDashboard R77 software is required on all PSM servers
e Installation of Autolt on all required PSM servers
e Transfer the Autolt connection script to the PSM components folder.

Default path: C:\Program Files (x86)\CyberArk\PSM\Components

Configuration

Connection Component Settings
Specify the following parameters at the connection component level:

Connection Component Root Level Parameters
Parameters that define generic settings of the PSM connection component.

Parameter Description Acceptable Default Value
Name Values
Id A unique ID that identifies the String PSM-CheckpointSD

connection component

DisplayName The name to be displayed in the String Checkpoint
connection selection. SmartDashboard
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Target Settings section
Parameters that define specific target machines settings. These parameters can be overridden at
platform or account level.

Client Specific

Parameter Name

Protocol

ClientApp

ClientDispatcher

ClientInvokeType

ConnectionCompon
entlnitTimeout

Description
Values

Target connection Anything

protocol.

This value is not used

but needs to be filled

Relevant only to

command line clients.
This value is not used
but needs to be filled

Anything

The internal client that
will open the target
connection

Full path

The connection client
invocation method.
This method will be
used for invoking the
connection client, and
passing it all the
required parameters.

Numeric
value

Time allowed for the
connection component
to initialize, in
milliseconds. 0 means
infinitely.

\

Acceptable
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Default Value

Checkpoint

Dummy.exe

"C:\Program Files
(x86)\Autolt3\Autolt3.exe"
"{PSMComponentsFolder}\
PSM-SmartDashboard-
R70.au3"
"{PSMComponentsFolder}"

Dispatcher

20000
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Parameter Name Description Acceptable Default Value

Values
SPROGRAM_NAME Program title Text "Check Point SmartDashboard"
SPROGRAM _TITLE The dispatcher Text "Check Point SmartDashboard"

process name.

$PROGRAM_VERSIO  Checkpoint Text + "77.30"

N version Numeric

SCLIENT_EXECUTAB Location of the Full Path "C:\Program files

LE smartdashboard (x86)\CheckPoint\SmartConsole\R77.30\PRO
executable file GRAM\CPAppStart.exe"
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