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EZMCOM SOLUTION OVERVIEW

EZMCOM is a security access provider for innovative and easy-to-use technology that can be deployed to
protect users, data, and applications from credential theft, account takeover and breaches. EZMCOM is
working with companies worldwide to change the way we authenticate and authorize — across mobile



devices, servers, workstations within enterprise and cloud services. With over 50 million+ end users
protected, EZMCOM’s multilayer multi-factor “Common Criteria” and “FIDO-compliant Mobile SDKs”
identity protection solution profiles online identities, self learns, tunes itself, and converts existing
username and passwords into very strong credentials. All of this is done seamlessly, in real time,
transparent to end-user. The solution comprises of a multi-layer defense-in-depth stack of User Entity
Behaviour Analytics (UEBA), Risk based Fusion Biometric Authentication, Risk Based Adaptive
Authentication and a comprehensive suite of strong authentication form factors comprising of Software &
Hardware based OTP, eSignature Tokens, Software & Hardware PKI Tokens, Out-of-Band OTP Tokens
over Text message | E-mail | Voice | Mobile Push notifications.

Few of the detailed collaterals can be found as below:

EZMCOM's Fusion Biometric Authentication for looking beyond Two Factor authentication
EZMCOM's Behavioural Authentication for looking beyond Risk Based authentication
EZMCOM's Risk Based Authentication adding value on top of Two Factor authentication
EZMCOM's Two Factor Authentication using Mobile device

EZMCOM's wider range of Two Factor Authentication products (all form factors)

Few quick introductory videos can be found here and here.

KEY BENEFITS

A company’s network and critical assets are its backbone of its daily business operations connecting
employees, customers and partners from diverse physical locations. Allowing access to essential
corporate assets is the core to every business today. EZMCOM’s suite of security products provide strong
authentication, along with CyberArk privileged access, which abidingly keeps your corporate assets safe
from prowling intruders trying to access your critical corporate resources and data. EZMCOMS’s
Multifactor authentication services use a variety of factors of authentication to validate the end users. The
primary factor being a username and password and a secondary which can be an Out-Of-Band token,
SMS/Email/lVR, Desktop or Device App generated token.

For the first time, we are introducing powerful user convenient secure Ezmcom’s User Behavior Analytics
(UBA) and Fusion Biometric protected authentication on CyberArk.

Some of the key benefits of the solution can be summarized as below:

1. Direct integration with Cyberark so no multiple redirects etc.

2. User Behavior Analytics reports and Rule Based Authentication system, that can be configured
how stringent or flexible as per client’s network environment and requirement.

3. Ability to protect Mobile Soft Tokens with PIN, Biometric (TouchID, Face or Voice) and Behavioral
(PIN based behavior) Authentication.

4. Support of various form factors such as Hardware Tokens, Out of Band, Soft Tokens, Desktop
Tokens Display Cards etc.

5. Comprehensive Auditing for all Authentications.

Maker-Checker Module for Key administrative activities on the Ezldentity™ Management Portal.

7. “Common Criteria” Certified Authentication Platform.

o

PRODUCT DIAGRAM AND INTEGRATION DESCRIPTION


https://www.ezmcom.com/docs/Ezmcom-Biometric-Authentication-Solution.pdf
https://www.ezmcom.com/docs/Behavioral-Authentication-Solution-Paper.pdf
https://www.ezmcom.com/docs/20-Risk-Based-Adaptive-Authentication.pdf
https://www.ezmcom.com/docs/11-EZMCOM-EzToken.pdf
https://www.ezmcom.com/docs/7-EZMCOM-OTP-Token-Products.pdf
https://www.youtube.com/watch?v=cT0Dpuk2DO8
https://www.youtube.com/watch?v=o83qlzCJOJg

CyberArk Enterprise Password Vault®, part of the CyberArk Privileged Account Security Solution,
enables organizations to secure, manage and track the use of privileged credentials, whether on-premise
or in the cloud, across operating systems, databases, applications, hypervisors, network devices, and
more.

This document describes:

1. How Ezmcom Ezidentity native integration with Cyberark would work?

2. How UBA plays its role in authenticating a user and how it is convenient and yet secure way to
authenticate?

3. And How to configure this integration for this Cyberark setup?

It is assumed that the CyberArk Privileged Account Security Suite environment is already configured and
working with static passwords prior to implementing Ezmcom multi-factor Authentication Solution.



EZMCOM EZIDENTITY NATIVE INTEGRATION

CyberArk Privileged Account Security Suite can be configured to support Ezmcom MFA with UBA and

RBA.

Below Figure 1 illustrates a high-level deployment architecture of CyberArk Account Security Suite with
Ezldentity™ AS

Figure 1: High level integration architecture for Ezldentity™ AS with CyberArk.
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The Flow diagram can be summarized as below:

1.

2.

3.

Once user open CyberArk Vault Manager (Password Vault Web Access), user will get options to
select authentication options based on Cyberark authentication configuration.

To choose EZMCOM Ezidentity authentication, Cyberark administrator must enable EZMCOM
Ezidentity as one of the or default authentication option (after this setup).

Once user chooses EZMCOM Ezidentity option, user will see Cyberark EZMCOM authentication
page for login.

After user types in username and password, EZMCOM authentication module will get a chance to
authenticate username password through Ezidentity server which uses client’s active directory
server for authentication.

Once the Active Directory authentication is successful then Ezidentity server will also inspect
User Behavioral information. And Rule based authentication will kick in.

If Ezidentity finds any anomaly in request like different typing pattern of user or user is using new
machine to login, then user will get EZCOM MFA page for extra layer of authentication.

Once MFA is successful or User Behavior did not have any anomaly then user will be allowed to



go to Cyberark Password Vault Web Access home page.

The above diagram does not provide full information about user’s behavior history building flow
but in that case user will be presented with MFA page each time until Ezidentity has full
information about user’s behavior (e.g. typing pattern, user browser information etc.).

For more information about User Behavioral Analytics and Risk based Authentication please
visit:- https://www.ezmcom.com/



https://www.ezmcom.com/

EZIDENTITY™ INSTALLATION

Please refer to the below documentations for Ezldentity Installation:

1. EzldentityTM Deployment Prerequisites
2. EzldentityTM Authentication Server Quick Start Guide

CYBERARK INTEGRATION

LDAP CONFIGURATION

This step is optional and can be skipped in case the LDAP has, already, been integrated.

(-{ @ | 127.0.0.1/PasswordVault/system.aspx " @ || Q Search P ail:=] +y A O

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION Administrator

[, setup wizard Customize
System Configuration

Component Settings

Name: Component

Options Web Access
Safe Templates. Web Access
LDAP Integration Wautt
Notification Settings. Vautt
Piatform Management Platform hanagement

Export Al...

Central Policy Manager

Passvordianager v | CPM Settings Auto-detection

1. Log into the CyberArk Password Vault Web Access, and select Setup Wizard under Administration.

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION administrator

Setup type

! Selact the setup to instalk

(] -

Seti
up bype @® LDAP integration

C Email notifications

Configuration

Back Next Finish Cancel

2. Select LDAP Integration under Vault setup and click Next


https://support.ezmcom.com/support/solutions/articles/1000225033-ezidentity-deployment-pre-requisites-
https://support.ezmcom.com/support/solutions/articles/1000225033-ezidentity-deployment-pre-requisites-
https://support.ezmcom.com/support/solutions/articles/1000225032-quick-start-guide
https://support.ezmcom.com/support/solutions/articles/1000225032-quick-start-guide

3. Fill in LDAP configurations

POLICIES ACCOUR APPLICATIONS REPORTS AD > administrator

Configuration
LDAP Configuration Setup

o Name: ezmcom.com
Setup type Directory Type: MicrosoftADProfie.ini -
Address: OWa.ezmcom.com
Port: 3268
LDAP Bind User: cn=~Administrator, cn=users,dc=ezmcom,dc=com
LDAP Bind Password: sssssssans
‘Configuration

LDAP Base Context: cn=users,dc=ezmcom,dc=com
Test

Back !/=x! Saveand Continue Cancel
3. Click Save and Continue
POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION administrator ~
Configuration
LDAP Configuration Setup
o Name: ezmcom.com
Setup type Directory Type: MicrosoftADProfie.ini ~
Address: 0Wa.ezmcom.com
Add LDAP directory - Test configuration X
Port: 3268
LDAP Bind Usar: _ _ _ _ Directory:
ind User: cn=Administrator, cn=users,dc=ezmcom,dc=com azmcom.com
W LDAP Bind Password: Status:
TrRrrrT Seesesesss Successfully connected to directory
LDAP Base Context: cn=users,dc=ezmcomn,dc=com Host:
owa.ezmcom.com
Status:
| Test Successfuly connected

LDAP verify check ended successfully

oK

Back Save and Continue Cancel

4. If LDAP verify check ended successfully. Then, Click Finish. You can view the configuration again
under LDAP integration.



On the PrivateArk Client:

dle Edit View VisualSecurity Safe Tools | Window Help
it s ™ ‘ 3 £ @ Find Fles and Obiects

u Home  Sto Logoff Lo
P p E] o

Clear Bxpired History
Administrative Tools

User

T TR | ‘ ? A2

Retrieve  Retumn  Delete | lnspect  Reset | Requests Incoming

PVWAPubIi...

Netification
Engine

AccountsFe... Netwrk Areas. PVWAConfig PVWAPrivat... PVWAReports PVWATaskD... PYWATicket. PYWAUsePr..  System

Export Corfiguration Data.

Unuse Safe

Vaultinternal

ser: Administ [Area: All, Intemal Area, Highly Secured Network Area [17 Object(s) Total size: 1.52M8

5. Map the LDAP configuration in PrivateArk. Login into PrivateArk > Tools > Administrative Tools >
Directory Mapping.
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1. Under Directory Mapping, configure the Idap appropriately to match the Idap server. Click
Update > Update Directory Mapping > Configure Vault Groups Mapping.



ENABLE EZMCOM EZIDENTITY AUTHENTICATION

Configuration Assumption:

Location where PasswordVault Web Manager application is installed at

“C:\inetpub\wwwroot\PasswordVault\auth” with the name PasswordVault. Change this path as per

where your PaswordVault Web Manager(PVWA) application is installed.

User has administrative privileges on the PVWA machines and PVWA application as well.

Configuration Steps: -

1. Copy “CyberArk.Authentication.Ezmcom.dll” (provided in Ezmcom package) in bin folder of
PasswordVault Web Manager application. By default, it is present in 1IS “inetpub” folder.

N EN -

Home Share View

@ - 1T ‘ » ThisPC » Local Disk (C:) » inetpub » wwwroot » PasswordVault P Bin

. Favorites
Il Desktop
4 Downloads

~» Recent places

& This PC

@ Network

2. Open Auth folder of PasswordVault application by default it should be at
“C:\inetpub\wwwroot\PasswordVault\auth”. Copy “ezmcom” folder given with the Ezmcom package

Name

. CyberArkAuthentication.Ezmcom.dll

&

build
build

. App_Web_system.aspx.cdcab7d2.dll
% App_Web_timepicker.ascx.99a70dbe.dll

4 App_Web_timezonepicker.ascx.99a70db6...

App_Web_tooltipcontrol.ascx.6bb32623....

. App_Web_transparentconnection.aspx.cd...

4 App_Web_updateowner.aspx.cdcab7d2.dll

% App_Web_usagesgridsourcecontrol.aspx....
. App_Web_usagetab.ascx.d8eba74f.dll
. App_Web_usepassword.aspx.cdcab7d2.dll

4 App_Web_userprovisioningtab.ascx.d8eb...

% App_Web_usewindowspassword.ascx.c84...
. App_Web_versionstab.ascx.d8eba74f.dll

. App_Web_searchresultscontrol.ascx.6bb3..

4 App_Web_searchusergriddatasource.aspx...

inside this folder.

Date modified

2/8/2017 3:04 AM

10/18/2015 5:21 PM
10/18/2015 5:21 PM
10/18/2015 :17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 :17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM
10/18/2015 5:17 PM

Type

Appl

ication extension

Text Document

XML Document

App!
Appl
App!
App
App!
Appl
App
App
Appl
App!
App
App
Appl

App!

cation extension

ication extension

ication extension

cation extension

cation extension

ication extension

cation extension
cation extension

cation extension

ication extension

cation extension

cation extension

ication extension

ication extension

257 KB
835 KB
1KB
11 KB
6 KB
6 KB
12 KB
10 KB
6 KB
6 KB
16 KB
9KB
9KB
8 KB
13 KB
6 KB
6 KB
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Hame

Share  View v @

®© = 1 [J» ThisPC » Local Disk(C) » inetpub » wwwroot » PasswordVault » auth » v ¢ [seachautn 2|
2 Favories Name - Date modified Type size

B Desktop 1. cyberark 11/23/2015 %02 PM _ File folder
18 Downloads ") emcom 12/28/2016 7:25PM__ File folder
%L Recent places L. idep 11/23/2015 5:02PM  File folder
L oraclesso 11/23/2015 502 PM  File folder
/% This PC b pli 11/23/2015 502 PM  File folder
b radius 11/23/2015 %02 PM  File folder
* Network 4 rsa 11/23/2015 5:02 PM  File folder
b sami 11/23/2015 5:02 PM  File folder
b windows 11/23/2015 %02 PM  File folder

Ditems 1item selected =

3. Open “web.config” file from the same application folder “C:\inetpub\wwwroot\PasswordVault\”

File Edit Format View Help

<?xml version="1.8" encoding="UTF-8"2>
<configuration>
<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<probing privatePath="Bin\d1l1ls" />
</assemblyBinding>
</runtime>
<appSettings>
<add key-"IdentityProviderLoghnURL“ value="https://adfs.ezmcom.com/adfs/1s" />
<add key="IdentityProviderCertificate” value=" BEGIN CERTIFICATE
MIICODCCAbigAwIBAgIQI80bS79dF4BLe62kvHEF0ZzANBgkqhkiG9wOBAQsFADAK
MSIwIAYDVQQDEx1BREZTIFNpZ25pbmcglLSBlemljb20uY29tMBAXDTE2MDMyMzAL
MTIwMVoXDTE3MDMyMzAIMT IwMVowI DEiMCAGATUEAXMZQURGUyBTalWduaWSnICog
ZXptY29tLmNvbTCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAN3bAOSL
SOAI3WnEP43VxMI2KsbZqakwlC8+77VXMI/s1+XGIshKbwXz/xEDvurzfOk+IRRS N3cPmjNig24oNZIh
+czr@f81432QSEbebnyS7qDMAzXxvA68Md4UP1UFQHANR fwurp 8D9LINQMTZ1tFtm2dQyUhXRY9EcmF35]PGxinyDbyglEQWCulByve6mOMhudmIdF
tIKHLTjUz3bWu3ZLkue6RpelSLxTHroHboI2tMBNvLeoagZr67dZG20etn83cPn0
ScfUIEQmvY3sHIXcvAnUP1KkuajS3m8BnFzCD110DacYa00xQiyoY/Ucq@BUYy46 yln/edQNAGEcvkkCAWEAATANBgkqhkiGOwOBAQsFAAOCAQEAFib6S
+hFTY2pm8Gh 0044sP3p79LMc8]1SKZxGjdbI1WA9zx/Lo8Q0bjpT1YZ0/cDezk/5eBW2kywXyUl COHGZ77fue6d304zjXj6oFgbk3ev4bdpEl+
+btwsFaRvwdqy5gJl7ZC1AiUom10sw mKPGC5J2WjT+5]8tulkhYMcadK61X3pkVORSreRYS5rgMnxS0t02/RYg7TNCWST8y Ah
+mfft4D708unpTg51WswrGLHRNtgTb5aT5CFBG/YyWakpddnU7LznqDz82W2UA EalM/alYSsDsbyIDqeA4584gnRt6V
END CERTIFICATE
<add key="Issuer" value="https://127.0.0.1/PasswordVault™ />
<add key="VaultFile" value="C:\CyberArk\Password Vault Web Access\VaultInfo\Vault.ini" />
<add key="GWFile" value="C:\CyberArk\Password Vault Web Access\CredFiles\gwuser.ini" />

4. And paste following configuration key and values in the file inside “<appSettings>” xml node-

11



File Edit Format

View Help

<add key="
<add key="
<add key="
<add key="
<add key="

VaultFile" value="C:\CyberArk\Password Vault Web Access\VaultInfo\Vault.ini
GWFile" value="C:\CyberArk\Password Vault Web Access\CredFiles\gwuser.ini"
HomePage" value="default.aspx" />

CustomerLogoURL" value="../images/header_cobrand.gif" />
ConfigurationCredentialFile" value="C:\CyberArk\Password Vault Web Access\C

<add key="ConfigurationSafeName" value="PVWAConfig" />

<add key="LogFolder" value="c:\windows\temp\PVWA" />

<!-- Valid values: "" - use temp folder -->

<add key="ApplicationID" value="" />

<add key="MultilingualSupport” value="No" />

<add key="InternalUsersPasswordChangeInterval” value="3600" />
<add key="MobileVersionEnabled" value="yes" />

<add key="FullVersionEnabled” value="yes" />

<add key="RSADecode - — =

key="ezmcomdomainsamlid" value="

<add key="ezmcomhost"” value="XXX.XXom.com"/>

<add key="ezmcombypass" value="0"/>

<add key="ezmcomgid” value="XX"/>

<add key="ezmcomlfaHost" value="XXXX.XXXXom.com"/>

<add key="ezmcomubahost™ value="XXX.XXXX.com"/>

<add key="ezmcomrbahost" value="XXXX.XXXXm.com"/>

<add key="ezmcomapplicationname” value="/passwordvault”/>
dd key="ezmcomubaapikey" value="xxxxxxx-xxx6-43a0-afof-

<ad mozmcomdisableuba™ value="0"/>

</appSettings>

<location path="epvapp.aspx™>
<system.webServer>

<httpProtocol>
<customHeaders>

There are 10 app settings that need to be carefully configured in the web.config file. This setting will look like —

<add key="ezmcomdomainsamlid"

<add key="ezmcombypass" value="0"/>
<add key="ezmcomgid" value="xx"/>

<add key="ezmcomdisableuba" value="0"/>

value="XXXXXXXXXXX4ACA4E2D6BIXXXX45567XX"/>
<add key="ezmcomhost" value="cyberarkdemo.xxxx.com"/>

<add key="ezmcomlfaHost" value=" cyberarkdemo.xxxx.com"/>

<add key="ezmcomubahost" value=" cyberarkdemo.xxxx.com"/>

<add key="ezmcomrbahost" value=" cyberarkdemo.xxxx.com"/>

<add key="ezmcomapplicationname" value="/passwordvault"/>

<add key="ezmcomubaapikey" value="xxxxxx-6596-xxxx-afOf-xxxxxc7cd87e"/>

Value for “ezmcomapplicationname” key would be name of the PaswordVault Web
Manager in IIS. In above example, it is “passwordvault”. In configuration Add “/” in

front of this name.
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Note: For all these configuration values, contact Ezmcom support team or
Ezmcom partner in your region. They will be happy to assist you for this
configuration, based on your server and deployment.

After adding appSetting configuration, you will need to add Ezmcom Authentication module configuration
in Web.config.
This setting will go inside “<modules>” section of web.config file under “<system.webServer>"

Setting is-

<add name="EzmcomAuth"
type="CyberArk.Authentication.EzmcomAuthModule,
CyberArk.Authentication.Ezmcom" preCondition="managedHandler" />

Below screenshot should give an idea about its location in web.config.

J web - Notepad | ==

File Edit Format View Help

</browserCaps>
<xhtmlConformance mode="Legacy” />
<webServices>
<protocols>
<remove name="Documentation™ />
</protocols>
</webServices>
</system.web>
<system.web.extensions>
<scripting>
<webServices>
<jsonSerialization maxJsonlLength="3000000" />
</webServices>
</scripting>
</system.web.extensions>
<system.webServer>
<validation validatelIntegratedModeConfiguration="false" />
<modules>
<add name="CyberArkMobileGatewayModule” type="CyberArk.Infra.Web.Mobile.CAHttpModuleMobile, CyberArk.Infra.Web.Mobile" preCondition="managedHandler™ />
<add name="CyberArkAuth” type="CyberArk.Authentication.CyberArkAuthentication, CyberArk.Authentication.CyberArk" preCondition="managedHandler™ />
<add name="PKIAuth" type="CyberArk.Authentication.PKIAuthentication, CyberArk.Authentication.PKI" preCondition="managedHandler” />
<add name="WinAuth" type="CyberArk.Authentication.WindowsAuthentication, CyberArk.Authentication.Windows™ preCondition="managedHandler" />
<add name="OracleSSOAuth” type="CyberArk.Authentication.OracleSSOAuthentication, CyberArk.Authentication.OracleSSO" preCondition="managedHandler™ />

<add "SAMLAuth" type="CyberArk.Authentication.SAMLAuthentication, CyberArk.Authentication.SAML" preCondition="managedHandler” />

<add “RSAAuth™ type="CyberArk.Authentication.RSAAuthentication, CyberArk.Authentication.RSA" preCondition="managedHandler” />

<add "RADIUSAuth™ type="CyberArk.Authentication.RADIUSAuthentication, CyberArk.Authentication.RADIUS" preCondition="managedHandler” />
<add "LDAPAuth” type="CyberArk.Authentication.LDAPAuthentication, CyberArk.Authentication.LDAP" preCondition="managedHandler” />

<add "CyberArkGatewayModule” type="CyberArk.Infra.Web.SessionManagement.CAHttpModule, CyberArk.Infra.Web™ preCondition="managedHandler™ />

<add name="WcfReadEntityBodyModeModule" type="CyberArk.PasswordVault.WebServices.WcfReadEntityBodyModeModule, CyberArk.PasswordVault.WebServices” preCondition="managedHandler™ />

name="EzmcomAuth" type="CyberArk.Authentication.EzmcomAuthModule, CyberArk.Authentication.Ezmcom"

</modules>
<handlers>
<remove name="ScriptHandlerFactory"” />
<remove name="ScriptHandlerfactoryAppServices” />
<remove name="ScriptResource” />
<remove name="WebServiceHandlerFactory-Integrated” />
<add name="ScriptHandlerFactory™ verb="*" path="*.asmx" preCondition="integratedMode” type="System.Web.Script.Services.ScriptHandlerFactory, System.Web.Extensions, Version=3.5.0.0,
Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<add name="ScriptHandlerFactoryAppServices™ verb="*" path="*_AppService.axd" preCondition="integratedMode” type="System.Web.Script.Services.ScriptHandlerFactory,
System.Web.Extensions, Version=3.5.0.8, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<add name="ScriptResource” preCondition="integratedMode"” verb="GET,HEAD" path="ScriptResource.axd" type="System.Web.Handlers.ScriptResourceHandler, System.Web.Extensions,
Version=3.5.0.8, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
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6. Now open “PrecompiledApp.config” file from same application folder location which is in our case at
location: “C:\inetpub\wwwroot\PasswordVault\” and change “updatable” value to “true”.

LIQE=I PasswordVault -0 x
Home  Share  View v @
'E- L ‘ Ji ¥ ThisPC » Local Disk (C:) b inetpub b wwwioot b PasswordVault v G‘ | Search PasswordVault »
— Name Datemodfied | Type Soe A
B Desktop Jweb CONFIG File 2K
8 Downloads | PrecompiledApp CONFIG File 168
- Recent places || web.configbackup BACKUP File 0K
) PoliciesManagement ASPX File i)

18 This PC 7 Administration ASPX File 1K8

T Retrevedas

Vo D [ .
@ safes Fle Edt Format View Help
searchiesul | <precompiledipp version="2" -
]Se(urin«n
]ﬂﬂdnquesl
T setupWizard
T system
T Transparent
7 UpdateQun|
]MW
T Logoff
]Iogun
T mutipleedit
3 MyAccount
T MyApplicat
3 MyObjects
T MyRegorts
7 ObjectDetail
T Recordingd|
T Recordings
) ReportDetai
7 Reportiizat
J requestdeta|

]requs{shst v
A

i = 0

PM ™ RSPRFile TRE

) LiveSessionDetails TPM  ASPXFile 168

7 LockedOrNewObjectsindication ASPX File 1K8 .
Bitems 1 item selected S bytes Hz

7. After completing all the previous steps from 1 to 6,
Log into the CyberArk Password Vault Web Access with administrator role, and select

Options under Administration
(€ ) @ | 127.00.1/PasswordVault/system.aspx - ¢ || Q Search T E 9 ¥+ A O

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION Administrator

[, setup wizard Customize

System Configuration

Component Settings
Name: Component
Options Web Access
Safe Templates Web Access
LDAP Integration Vautt
Notification Settings. wautt
Platform Management Platform Management
Export All
Central Policy Manager
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2. Select ezmcom under Authentication Methods

POLICIES ACCOUNTS APPLICATIONS REPORTS ADMINISTRATION administral

[ appy ok §% cancel

Options «| Properties
Search... Go Name Value
# [=] Usage Name Pattern .t ezmeom
# [£] Account Descriptor Properties DisplayName Ezmeom Ezidentity
) (=] File Descriptor Properties Enabled Yes
11 [=] File Display Columns MobileEnabled Yes
=] Statistics LogofUrl 2Hog
@[] Chart Categories UsevaultAuthentication No
=]ulen Carts UseRadius No
=[] Authentication Methods
=] Generaisettings UseLDAP jes
=] windows SigninLabel Sign in with Ezdentity
=L UsernameFieldLabel Username
& cyverark PasswordFieldLabel Password
=] oraclesso

=] saml
=] ezmeom
# [=] Default Safe Authorizations
@[] Dual Control
[ [=] Ticketing Systems
& [£] Connection Components
@ [£] Privileged Session Management Ul
& = Privileged Session Management

Help | Notifications

AuthMethod
Defines an authentication method.

3. Select Yes from the Enabled options to enable “ezmcom”

4. Click Apply

5. Other Values for this configuration will be as per the screenshot-

Id: ezmcom

Display Name: Ezmcom Ezidentity
Enabled: Yes

Mobile Enabled: Yes

LogoffUrl: /PasswordVault/auth/ezmcom/?logoff=true
UseVaultAuthentication: No
UseRadius: No

UseLDAP: Yes

SigninLabel: Sign in with Ezdentity
Username field Label: Username
Password Label: Password

After completing all above steps, Password Vault Web Access is all integrated with Ezidentity
Authentication, provided Ezidentity server setting is done and completed.

Note: Also make sure to get the Ezidentity server public certificate installed in this Cyberark component
server so that the communication between Cyberark Vault Manager with Ezidentity server is secure and
runs without any issue.
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TESTING EZIDENTITY MFA AUTHENTICATION

1. Log into the CyberArk Password Vault Web Access, choose Ezmcom Ezidentity as an
authentication method.

/ [ Password VauitSignin X \D e —
< C | A Not securs | beep//127.0.0.1/PasswordVault/logon.aspx?
6 Privileged Account Security
CYBERARK
Please choose an authentication method
C
CyberArk saml Ezmcom Ezidentity
Copyright® 1999-2015 CyberArk Software Ltd. All Rights Reserved.
Version 9.5.0 (9.50.0.186) About | Mobile version
2. User should see Ezmcom Cyberark primary authentication page.
/ [ Password VaultSignin X \_\S T —
< (6] 7A MoTsecure | betgss://127.0.0.1/PasswordVault/auth/ezmcom/ b

ﬁ" Privileged Account Security
EZMCOM

CONVENIENTLY SECURE

® SIGN IN

Specify your authentication details

Powered by Ezmcom Inc. All Rights Reserved

3. After entering username and password Click Sign in
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@ | A Notsecure b—':'.‘]'f;;f.'ll?l]ﬂlF.’;‘.‘k‘:—:l‘:'."?.IZ-'aLI:h"%EI"C—:H‘f

TWO-FACTOR AUTHENTICATION

Authenticator

) Mobile Push

Android - X0o0eeooeeoned 3 T

ES
]

2000000005716

(" VE-Mall
)

o

rajexx@ezmcom.com

Please click here to activate another authenticator.

REQUEST PASSGODE

LOGIN NOW

Sign in as Different User

4. User should see Ezidentity MFA options based on soft tokens assigned to the user.
Supported MFA options

e PUSH based authentication

e Biometric Authentication (TouchlID, Face, Voice)
e PIN based Authentication

e Behavioral PIN based Authentication

e OATH-Compliant Hardware Tokens

e SMSOTP
e Email OTP
e |VROTP

e Both SMS and Email OTP

e Soft Token OTP

e Soft Token OTP, protected by PIN

e Soft Token OTP, protected by Behaviorial PIN

e Soft Token OTP, protected by Biometric Authentication (Face, Voice, TouchID)

5. Most convenient option is Mobile Push. Select mobile push if it is available for login to the user
and click Request Passcode.



TWO-FACTOR AUTHENTICATION

Authenticator

| Mobile Push

Android - X00000000000x43 ¥

) SMS
" 3000000005716

{ YE-Mail
 rajexx@ezmcom.com

Please click here to activate another authenticator.

REQUEST PASSCODE
8 |

LOGIN NOW

Sign in as Different User
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6.

N T .0 67%H 12:08

Network Devices (DEMQ)

User
RAJEEV

Host/IP
184.170.224.168

Location
Virginia, United States

Date

Tue Feb 21 11:07:02 PM 2017 (America/
New_York)

User-Agent
Chrome (56.0.2924.87), Windows 8.1

Approve Deny

As you can see User should get mobile push notification on the registered mobile phone which
has Eztoken app installed.
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ACCOUNTS Recently

Leave emply to search all |G,
Favorites

Usemame Address Safe Platform 1D

Requests Views
My Requests. (0)

Incoming Requests. (0}

My Views
My Can

File Views
Files.

CYBERARK Page 1 of1 & Ha aceousts 1o deplay

7. On click of Approve in mobile notification, user will get into Cyberark PasswordVault Manager
application.

TESTING EZIDENTITY AUTHENTICATION WITH UBA

User Based Analytics based Authentication is powerful yet very secure way of authenticating any user to
the application.

Most of the steps to test this flow will be same, only thing that would be missing would be MFA page
provided user has typed in his password from his usual browser, machine, network etc.

1. Log into the CyberArk Password Vault Web Access, choose Ezmcom Ezidentity as an
authentication method.
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/ [ Password VaultSignin X \D

- C | A Notsecurs | betp//127.0.0.1/PasswordVault/logon.aspx?

e Privileged Account Security

CYBERARK

SIGN IN

C -
CyberArk saml|

Version 9.5.0 (9.50.0.186) About | Mobile version

2. User should see Ezmcom Cyberark primary authentication page.

/ [3 Password VaultSignin X \‘ \ R

Please choose an authentication method

Copyright ® 1999-2015 CyberArk Software Ltd. All Rights Reserved.

< C | A Notsecure | b#y55:,//127.0.0.1/PasswordVault/auth/ezmcom/

ﬁ{' Privileged Account Security
EZMCOM

CONVENIENTLY SECURE

@® SIGN IN

Specify your authentication details

Powered by Ezmcom Inc. All Rights Reserved.

3. if userisin training mode (means until Ezidentity creates its historical information about particular user),

user will see MFA page and it should follow previous Ezidentity MFA authentication to login.
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ure | bar//127.00.1

‘,"(' Privileged Account Security
EZMCOM

CONVENIENTLY SECURE

@ SIGN IN

Specify your authentication details

rajeev

Powered by Ezmcom Inc. Al Rights Reserved

Once the user types in his password, which is very familiar to him then Ezidentity may assume that the
user’s training has been completed and may allow the user to login directly to PasswordVault manager
application without MFA which is very convenient and yet secure way to allow the user to login.

« @ | A Notsscure | hep//127.00.1/Pass

POLICIES ACCOUNTS APPLICATIONS

ACCOUNTS

Account Views
Favorites

Locked accounts
New accounts

Requests Views
Wy Requasts (0)

My Views
My Cart

File Views
Files

CYBERARK'

| T —

Incoming Requests (0)

Recently Leave empty o search il | Q|-
‘

Usemame. Address Safe - Platform ID

o accounts 1o apiay.
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PARTNER CONTACT INFO

Name Pravat Mishra

Business Contact Email pravat@ezmcom.com
Tel +1 (510) 396 3894
Name Rajeev Verma

Technical Contact Email rajeev@ezmcom.com
Tel +91 (776) 082 5225
Name Ashish Pati

Support Contact Email support@ezmcom.com
Tel +60 (12) 279 1117
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