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CyberArk

Veritas NetBackup Appliance

Description

The Veritas NetBackup Appliance CPM Plugin is TPC based and supports password verification and change for
the built-in "admin" and "maintenance" users along with verification, change, and reconciliation for all standard
user accounts existing on a Veritas NBA target device. The plugin can also manage "cli users" which are a
specific user type to the Veritas NetBackup user devices.

Vendor

This platform is designed for remote account management for the following target:

Vendor Veritas
Product NetBackup Appliance

Product Category Storage/Backup Appliance

Product Versions 3.3.x, 4.x, and 5.0/5.1GA

CyberArk

This platform works with the following CyberArk versions:
CyberArk Solution  Privileged Credentials Management

CyberArk Product  Central Policy Manager (CPM)

CyberArk Versions 9.7 or higher
Artifact Version 1.0

Out of the Box NO

Out of the Box in versions 10.4 or higher
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Support & Certification

Support Level GENERAL
Developed by CyberArk
Certification Level CERTIFIED

Connection Methods SSH, Telnet

Actions

The following table lists the supported management actions for this platform:

Action Supported Permissions
Supported for built-in admin, standard user, and cli user accounts. without any account
Verify YES associations. Maintenance user type requires admin user type account associated as logon
account.

Supported for built-in admin, standard user, and cli user accounts. without any account

Change YES associations. Maintenance user type requires admin account associated as logon account.
Supported for built-in admin, standard user, and cli user accounts. Maintenance user is
Reconcile YES not supported for Reconcile tasks. Requires the built-in admin or an equally authorized

account associated as logon account and maintenance account associated as reconcile
account.

Linked Accounts

The maintenance user type requires the admin user type associated as a logon account for verification and
change actions to be successful.
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Installation

Import Platform

See Import a platform package topic within CyberArk Docs online.

Configuration

Platform Settings

Specify the following parameters at the platform level:

Parameter Name Description Acceptable Values Default Value
Port Port though which to connect to target device 0-65535 22
Protocol Protocol through which to connect to target device SSH/Telnet Yes

Account Settings

Account Mandatory Parameters

Specify the following parameters on the account:

Parameter Name Description Acceptable Values
Username Username of target account "admin" or "maintenance" (lower case characters required)
Address Address of target device [P address or resolvable hostname

Account Optional Parameters

N/A
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