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Solution Summary

The CyberArk® integration with KillerAppz® enables better coordination and faster and safer operation
for accessing and maintain privileged account management using KillerAppz orchestration playbooks.
The integration provides analysts all the key information and prescriptive instructions they need to create,
update, delete and password retrieval for all the privilege accounts, which helps the development team,

test teams and security engineers to take a proactive approach rather than a reactive approach.

Integration Overview

KillerAppz® V1.0 provisioned with CyberArk Connector

CybeArk® Solution Privileged Account Management, Privileged Access Security
Privileged Account create, update, delete and password retrieval

CyberArk Use Case using secure API's

CyberArk Applications PAM

Uses Custom Application No

Requires On-Demand License No
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Solution Overview

Solution Benefits

Out-of-the-box integration allows customer to integrate with CyberArk, and securely create

integrations, maintain and update privileged account management platform using one solution.

KillerAppz + CyberArk Privileged Access Security integration: Users can use their one
or multiple ITSM software (Jira, ServiceNow, BMC Remedy, etc.) to make requests for either
creation of a new privileged account with the appropriate description of why a new privileged
account is required based on the request and once approved by the appropriate teams this
request via KillerAppz is passed to CyberArk automatically by the invocation of the CyberArk
API. This orchestrates the privileged account creation under CyberArk. If an account already
exists, the ticket under the ITSM software is then updated with the response returned by the
CyberArk API. Additionally, if there is a need to update an existing privileged account similar
workflow happens and the ticket gets updated. Integration covers creation, updating, and
deletion of the privileged accounts. The same connector can be tailored to address other

use cases that an organization may already have with minimal configuration changes.
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Figure — 01: KillerAppz + CyberArk
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KillerAppz + CyberArk Password Retrieval: Customers using the KillerAppz platform would be
able to utilize connectors specific to automation testing example — Jenkins. In order to securely
execute automated scripts or jobs, users for compliance purpose may not store the privileged
account password in free text rather would retrieve it for the session during the script execution and
log the purpose and time when the password was retrieved for this purpose we simply make a call
to the CyberArk API and pass the privileged account details.

~
Request for Password B R SN
RN Retrieval 'd ~
\ e Automated AI
- ~ - Testing Tools N/
\‘. Encr\fp.‘red password is \_4\ ‘ .
. | retrieved for the —A
KillerAppz ) i f test scrint
Platform A execution of test scripts
| p
- . | Send a request for privilege
\\ / password retrieval by YT YT,
\. / passing user details Ir'/ ' A
,.r - i CyberaArk /{)
J J/ CyberArk returns }L\ _//
o " . [
J — password in secure Y _J/*'—
/ fashion
— A

Figure 02: KillerAppz + CyberArk Password Retrieval Use Case
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API Details:

Verify the credentials to establish a secure connection with the CyberArk Connector:

http://136.32.246.45:9513/user/test_connection

& Comments (0
http://136.32.246.45:9513/user/test_connection

Check Connector Connection

Body raw (text)

{

"orgrd”: 1,

"username”: "Client-user®,

“password”: " F»

"url": "http://services-uscentral.skytap.com:12571",
"refreshrate”: 3eeee,

"appId":"SOFTwarfare”,

"safe":"test",

“folderName™: "root"”

}

User Configuration API:

=}

http://136.32.246.45:9513/user/config ® Comments (0 Default

http://136.32.246.45:9513/user/config curl --location --request POST "http

User Configuration for Connector

Body raw (text)

{
"orgid": 1,
"username™: "Client-useri®,
“password™: " s
"url®: "http://services-uscentral.skytap.com:12571",
"refreshrate”: 3eee8,
"appId":"SOFTwarfare",
"safe”:"test",
“folderName":"root"

3
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Check User if already exists in the CyberArk Safe:

GET http://136.32.246.45:9513/user/1/check_user R

E Comments (0

--location --request GET "http://136 heck_

http://136.32.246.45:9513/user/1/check_user

Check user existance before creation

Create anew PAM user using CyberArk API:

http://136.32.246.45:9513/ticket/new & Comments (0 Defaule
http://136.32.246.45:951 3/ticket/new curl --location --request FOST “hitp

Create a New PAM user in Cyberark

Body raw (text)

"orgid”: 1,

"username”: "Demo-user-8s5"”,
"password”: )
"requestedBy™: "CT"

List of Request for CyberArk and ServiceNow (ITSM system used) Integration:

GET http://136.32.246.45:9513/ticket/list/1/2 Detaute
& Comments (C e e
http://136.32.246.45:9513/ticket/list/1/2
List of Request through Integration
Password Retrieval API:
GET http://136.32.246.45:9513/password Default
M/fetch/sql1 © Comments (C

--location --request GET "http:,

http://136.32.246.45:9513/password/1/fetch/sgl1

Password Retrieval
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KillerAppz Configuration

To configure KillerAppz to integrate with CyberArk, perform the following steps below:
1. Deploy KillerAppz 1.x version and above.
Go to Connections > Add New Connection

2
3. Locate the CyberArk logo
4

Click on the CyberArk button to Add instance to create and configure a new integration.
You should configure the following settings:

CyberArk Server URL The server where the integration resides.

Username/Password Credentials for the CyberArk Instance
Customer Application ID — Unigue Instance

App ID Identifier

Safe

Safe with in the CyberArk Instance

Folder that stores all the accounts with in the
Folder CyberArk Safe

Refresh rate defines the interval in which
KillerAppz must synch with the CyberArk
Instance. Refresh rate could be either set to 30
Refresh Rate sec, 1 min, 10 minutes, 30 minutes or 60 minutes.

Press the Submit button to establish the connection.
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Edit Connection

Cyberark URL
necta http://services-uscentral.skytap.com:12571
Username

Client-user ‘

Password

srasasae

App Id
SOFTwarfare

Safe ‘
test

M Folder

root

Refresh rate

30 sec v

nectit Test Connaction

Connection

5. If you are experiencing issues with the service configuration, please contact
SOFTwarfare support at support@softwarfare.com
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Dashboard:

Ak _
" = Dashboard Users Settings

WARFARE

DASHEOARD Home / Dashboard

Dashboard . .
Integration Metrics

982
B Total Alerts
¥ Connections
250
= Integration Workflows
Schedules 200
%3 APl Management 150
& Compliance
100
& Mappings
50
BB Reports
- 0
W Security Topology M T wW T F S § M T W T F 5 s M T W TF S § MTWT F § § 131
Incidents Created
ZuZ3 Attack Prevented Tickets Incidents Users Authenticated PCI Artifacts

29 14 78 22 67

& Documentation

7 A Ralime

System Orchestration:

Palo Alto - Jira ServiceNow - CyberArk

Palo Alto E ServiceNow E CyberArk
servicenww & CYBERARK

Issue Key Reported By Source System Target System Status Created on Last modified on
INCO010030 admin SNOW Cyberark o 2/28/19, 419 AM 2/28/19, 4:21 AM
INCO010031 admin SNOW Cyberark 2/28/19, 419 AM 2/28/19 4:21 AM
INCO010037 admin SNOW Cyberark 2/27/19, 10:12 PM 2/27/19, 10:14 PM
INCO010037 admin SNOW Cyberark 2/27/19,10:11 PM 2/27/19, 10:13 PM
INCO010036 admin SNOW Cyberark - 2/27/19, 10:10 PM 2/27/19, 10:12 PM

SOFTwarfare, LLC @ 2019
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Certification Environment for Privileged
Account Management (PAM) and Password
Retrieval use case using CyberArk

Date Tested: March 01st, 2019

Product Name

Version Information

Operating System

KillerAppz 1.0

1.0

Docker containers on Linux

CyberArk

Windows 2016 — Cloud




