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Introduction

About BulkCPMManage

This script is designed to ‘bulk’ manage the status of CPM management for multiple accounts in
a vault. As opposed to the current Ul which only allows the edit of this property sequentially,
this allows the end user to perform this in bulk, based on searches in an active platform or a
safe that is managed by a CPM.

Development and Version Compatibility

Development

BulkCPMManage was developed in Python 3.12. This has been tested on Mac (Ventura 13.5),
Windows 11 and Windows Server 2019.

Version Compatibility

This has been tested with Privileged Authentication Manager (PAM) v13.2 (Self-Hosted). It has
not been tested with Privilege Cloud.

Pre-Requisites and Installation

Pre-Requisites
e On the server that will be running BulkCPMManage, Python must be installed
e On the vault, a user must be created to make the appropriate API calls.
o The user must be a vault user as the script uses CyberArk authentication
o The vault user must have the following permissions on all safes where affected
accounts reside:



Access

[Juse accounts
[ JRetrleve accounts
List accounts

[ Account Management

[JAdd accounts (Includes update properties)

[Jupdate account content

Update account properties

[ nitiate CPM account management operations
[Specify next account content

[JRename accounts

[Joelete accounts

["Junlock accounts

[ | Safe Management

|:|Membership expires on date: :

Save Close

e Verify the following information for the Password Vault Web Access (PVWA) server
o Hostname (FQDN)
o PVWA URL
e Certificates
o A PEM file containing the root CA as well as all intermediate CA must be
configured and stored in a directory.
1. Export the root CA and all intermediate CA into DER encoded certificates.
2. For each certificate, convert it into a PEM format with the following
command
openssl x509 -inform der -in certificate.cer -out certificate.pem

= certificate.cer is the path to the DER certificate
= certificate.pem is the path to the new PEM certificate
= Perform this step on all certificates in the CA chain

3. Open each certificate with a text editor. In another new text file, copy the
PEM from each certificate to the new text file. Start with the root CA and
then all intermediate certificates

4. Save the file with the PEM extension. It may be necessary to remove other
extensions such as .txt



Installation

The script will be packaged as a compressed (.zip) file.
1. Create a top-level directory
2. Inthis directory, create a directory named “CyberArk_API”
3. Unzip the zip file to the folder created in step 2. This underlying folder should be named

N # bcm_MenuFuncs
TelemetryParser

# bcn_Modes
tmp

bem_Props.props
BulkCPMManage Ps-proE

" ”
BulkCPMManage
| BulkCPMManage X +
‘ +) New Tl Sort = View
‘ ¢ 1 » Timothy Sawyer > Utils > CyberArk > CyberArk APl > BulkCPMManage >
‘ ) Home
‘ @ Timothy - Personal _pycache_
‘ -
Il Desktop Logs
! L Downloads A _init_
‘ 4 Documents # bcm_AcctActions
‘ PN Pictures # bcm_API
1 5 Music # bcm_APINew
‘ B videos # bcm_ConnectVault
‘ PAKeyGen # bcm_GlobFuncs
‘ Utils # bcm_GlobVars
Bases # bcm_Main
|
|
|
|
|
|

4. Take the bcm_Props.props file and move it to the top-level directory created in step 1.

Properties File

The properties file (bcm_Props.props) contains necessary information to run BulkCPMManage.
It is divided into four separate sections.

e General Properties
o The main property is Debug mode. Unless there are some issues with a particular
execution, this should usually be set to “False”.
o Note: Check the size of the bcm_Main.py.log regularly, especially if debug is
being used as this can fill up.
e [nstallation and Logs Folder
o s_BaseDir is the location to where you uncompressed the zip file. Example:



i

# Installation and Logs folder

i

s_BaseDir = "/Volumes/Data/Programs/CyberArk/Marketplace/CyberArk_API/BulkCPMManage"
s_LogDir = "/Logs/"

o s_LogDir is the location where logs are stored

o Note: If this will be run on Windows, backslashes must be used. See the top of
the bcm_Props.props file and below. Note that backslashes (‘\’) must be negated
with an additional backslash:

e
$ Installation and Logs folder
$4¢

3 BaseDir = "C:\\Users\\timsl\\Utils\\CyberArk\\CyberArk API\\BulkCPMManage"

_LogDir = "\\Logs\\

e PVWA Information
o Change the host, context, protocol, and port as necessary to reflect the current
environment. Other than the host, the context, protocol, and port is valid for a
majority of PAM implementations
e Certificate Information
o Ifthe PVWA is configured to run over https, then certificate validation is required.
o Make sure a directory is created to store certificates. The path to the CA PEM file
(see Pre-Requisites) is noted in the s_ CAPEM parameter in bcm_Props.props.

A VWMOLVAN - e e BN

¢ Path to certificate
Cert = "C:\\Uszera\\timsl\\Utila\\CyberArk\\certs\\lab~comp.pem"
# Path to CA certificate (All CA must be bundled into a PEM format)

s CAPEM = "C:\\Users\\timsl\\Utils\\CyberArk\\certs\\cachain3i.pem"”

e APl Information
o This section should not have to be modified

Running BulkCPMManage

1. At a command prompt, type the following command:
‘python -m CyberArk_APIl.BulkCPMManage.bcm_Main.py’

2. Accept the disclaimer terms by pressing ‘y’. Note that if any key other than ‘Y’ or ‘y’ is
pressed, the program will terminate.

3. Select ‘Test Mode’. Test mode allows you to go through the process of selecting a safe or
platform and selecting accounts to be processed without changing the database. Any
changes (regardless of test mode) are logged to bcm_Main.py_Changes.log (located in
the same directory as the log folder).



10.

Select Platform or Safe. Accounts to be modified will be selected from either a platform
or a safe.

a. Note: Only active platforms and safes that are managed by a CPM will be
selected. If a platform is inactive or a safe is not managed by a CPM, it will be
excluded from any searches.

Select Disable or Enable CPM management.

a. Disable will disable CPM management for that account

b. Enable will enable CPM management for that account

c. Note: Depending on the selected action:

i. If “Disable” is selected, only those accounts where CPM management is
enabled will be available

ii. If “Enable” is selected, only those accounts where CPM management is
disabled will be available

Confirm your choices
You selected the following:

Debug Mode: Off

Test Mode: On

Account Retrieval: Safe

Management Action: Disable
Please confirm (y/n): |]

Note that pressing any key other than ‘Y’ or ‘y’ will end the program

PVWA FQDN: The value of the PVWA FQDN is based on the parameter s_PVWAFQDN in
bcm_Props.props.

nter the FQDN for the PVWA (Default: lab-comp.timslab.tsawyer.local) (Press 'Enter' to accept the default or E(x)it to exit: I

If this is correct, press ‘Enter’. If it is not correct and press ‘x’ to stop the program. At this
point, re-check the PVYWA FQDN in bcm_Props.props.

PVWA URL: This is asking for confirmation of the PVWA URL. If it is correct, type ‘y’. Type
any other key if it is not correct, and check values in the PVYWA Information section of
bcm_Props.props.

Vault User credentials: Enter the username and then password for the vault user making
the API calls. Ensure this user has the appropriate permissions as stated in Pre-Requisites

Depending on the selection of platforms or safes, a menu will be shown with the
available choices:



etrieving information from vault

Retrieving platforms from the vault

Retrieving all accounts from the vault

Platform List:

Business Website

Platform — WebApps

Generic Web App

Platform — WinServer — Alero

Platform - LCD

Platform — UNIX Exclusive Use

Platform — UNIX OTP

Platform - SSH Keys

Platform — WinDomain

Platform — WinDesktop
Platform — UNIX Provisioning
Platform — WinDomain — PSM App
Platform - UNIX

Platform — WinDomain - ExcUse
Platform UNIX - Dual Control
Platform — WinServer

CyberArk PTA

Platform - Vault

Platform - PTA

Platform - Account Groups
Platform - MS SQL

Platform - Oracle

Please select 1 - 22 or 'x' to exit: I

Select one of the choices or ‘x’ can be selected to exit the program.
11. Another menu will be the list of eligible accounts

Accounts to disable:
1) Name: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Address: lab-unixl, User name: testotp, Account ID: 22_29, CPM Managed: True
[2) Name: Operating System-Platform-UNIXOTP-lab-unixé-testotp, Address: lab-unixé, User name: testotp, Account ID: 22_28, CPM Managed: True

[Selection Instructions:

o input your selections:
Single account, just the number at the left
Range: X-X where X is the number at the left.
Multiple (non-concurrent): X,X,X where X is the number at the left
All Accounts: all
Please select (see above) or E(x)it: I

Note the selection instructions. One or multiple accounts can be selected.
o Range: For a range of accounts, select the item numbers at left (Example: 1-2)
o For multiple accounts, select the item(s), separated by commas (Example: 1,2)
o Forallitems in the list, type ‘all’
o For one item, type its item number (Example: 2)
o Exit (‘x") can be selected to end the program

12. There will now be a prompt to process the actions for the selected accounts



Accounts to be processed:
[1) Name: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Address: lab-unix1, ID: 22_29, Action: Disable
[2) Name: Operating System-Platform-UNIXOTP-lab-unixé-testotp, Address: lab-unixé, ID: 22_28, Action: Disable

Disabling selected accounts:

[1): Name: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Address: lab-unixl, User name: testotp
[2) : Name: Operating System-Platform-UNIXOTP-lab-unixé-testotp, Address: lab-unixé, User name: testotp
Proceed? (y/n):

Type ‘y’ to process the accounts or any other key to end the program.

13

If test mode was not selected, check the accounts via the PVWA to see that the action
was taken

Accounts to be processed:
1) Name: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Address: lab-unix1, ID: 22_29, Action: Disable
2) Name: Operating System-Platform-UNIXOTP-lab-unixé-testotp, Address: lab-unixé, ID: 22_28, Action: Disable

Disabling selected accounts:
: Name: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Address: lab-unixl, User name: testotp

: Name: Operating System-Platform-UNIXOTP-lab-unixé-testotp, Address: lab-unixé, User name: testotp
Proceed? (y/n): y
Account Operating System-Platform-UNIXOTP-lab-unixl-testotp processed successfully.
Account Operating System-Platform-UNIXOTP-lab-unixé-testotp processed successfully.
Disconnected from vault

Processing complete.

And checking the accounts in the PVWA

2 results for: testotp , @ Additional details & actions in classic interface
O ¢ staws Username Address Platform ID safe 1 Access request
0O w & testotp lab-unix1 Platform-UNIXOTP Safe-UNIX - Connect
O v & testotp lab-unix6 Platform-UNIXOTP Safe-UNIX - Connect

Note the accounts are disabled. It is also worth noting that accounts which are disabled
by BulkCPMManage will have this notation in the disable reason

é‘g Automatic management disabled by the user ""Disabled by BulkCPMManage (API) - 2023-10-30""

Logs and Troubleshooting

bcm_Main.py.log
The bcm_Main.py.log will show basic logging when debug is not enabled.



Options:
Debug Mode: Off
Test Mode: Off. Warning: This will commit database changes!
Account Retrieval: Platform
Management Action: Disable

99.184044: bea_ConnectVault.py: PYWA URL set to https://lab-comp. timslab. tsawyer.local/Passwordvault
1ab- 1

14.403944: bem_API.py: Connection with https://lab- tsamyer. loca ogon succeeded with code 200
pyHeader:

LT

i zip, deflate, br,«Comection®: keep-alive*, *Accept*:"s/s")

S Dea-ConnectVault py: Gonvereing' suthorization hesder to JSON form

: bea Modes.py: Retrieving platforms from the vault.

: beaModes.py: IRL for plattora retrieval is REtps //1ab-conp. timslab. tsawyer. local /Pasewordault/APL /Platforas

393: bea APL.py: Connection with https://lal b. tsamyer. loc PI/Platforms succeeded with code 200
| beaAcciactions.py: Retrieving aii stcoumes Fron.the veult

URL for account retrieval is https://lab-comp.timslab.tsawyer.local/Passwordvault//API/accounts

don with https://lab-comp. tinslab. tsawyer.local/PasswordVault//API/accounts succeeded with code 200

Retrieving all accounts associated with platform Platform-UNIX(

bea_MenuFuncs.py: Accounts to be processed.
bea_MenuFuncs .py: 1) Nase: Operating Sy , Address: lab-unixi, ID: 2229, Action: Disable
: bem_MenuFuncs.py: 2) Name: Operating i . Address: lab-unixé, 10: 22728, Action: Disable
cquost Hoaders: Luser-agent:: 1 .31.0°, ': 'gzip, deflate, br', 'Accept': 's/+', 'Connection': 'keep-alive', 'Authorization':
ZTFiMTd] ANTIFRTFOMZ1FNDE: . 'Content-

Typer: “spplicationtjion', Mantentetengenre 12380y
bem_AcctActions.
Reauost URL: netps://1ab-conp. tinslab. tsamyer. Locsl /PasswordVaul t/AP1 /accounts /22 29/
f

*: *replace”, “path®: * ", *value': *false"}, {*op": “replace", "path®: */secretManagement/manualManagementReason®, *value®: "\\'Disabled by BulkCPMManage (API) - 2023-18-39\\"*}]'
-
APL.py: Comection with hitps://Lab-comp. tinslab. tsamyer. local/Passwordlault/APY/accounts/22.29/ succeeded with code 200
26.683378: bea. Ac:rAu ons.py: Account Operating System-Platfora-UNIXOTP-Lab-unixi-testotp processed successfull
bem_AcctActions.py: Response Informati
bem_AcctActions. py
Response Headers: {'User-Agent': ' /2.31.00, [lozip, deflatel, sAcceptss afe’y -Conmaction:: “kaep-slive:, Cookle:: ‘CALLY 371
55555=cyberark; mobileState=Dosktop’, ‘Content-Leng 3677, ': “applicat lencoded' }
bem_AcctActions.py
Response Body: (-categoryloditicationTine': 1696707060, 'platfomig': 'PLatfors-NIXOTR", ‘safelames: Safe-tNx: 29 "1, Peration Systee-PlattormiMDIOTE leb-unixi-testoty!; ‘addrete:: “labminicd:, ‘useriumers tastoty., “secretiype’:
*: False, oksabled by BalkCoianage (APD) - 2625-16.300, +staras ) rsoccass:, " 1esthods iedTine: 1 14971110, " LastRacontiledTine' 1607524643, ‘iostveritiodTine:
15980624113, SerestodTiners 1687624399
bem_AcctActions. py
Request Information:
bem_AcctActions. py:
Sequest Hesdars: (Usartgents: oy L3100, *: 'gzip, deflate, br', 'Accept’: '+/+', ‘Connection’: 'keep-alive', ‘Authorization':
1LTINZ3E 1FRTFOMZ *, *Content-
Type': 'application/json:, ‘Content-Length': '225')
bem_AcctActions.
Request URL: hups //1ab-conp. tinslab. tsawyer. local 28/
: b'({"0p": “replace*, "path®: * ", *value': *false"}, {*op": “replace", "path®: * , *value®: "\\"Disabled by BulkCPMManage (API) - 2023-18-30\\"*}]'
<class 'list'>
21.038796: boa.APLpy: Connection with https://lab-coap. timslab. teamyer. locel /PassmordVault/APY/accounts/22.28/ succesded with code 200
896: bem_AcctActions.py: Account Operating System-Platfors-UNIXOTP-lab-unixé-testotp processed successfully
oo+ Retpanse TnFeraetion:
Response Headers: {'User-Agent': 'p quests/2.31.9", ' [,.0zip, detlater, iAccepti: sfat; ‘Connections: ‘keep-alive:, -Cookier: ‘cALLAlL 3711581585 1
E2FOE 3 T icontent-Length': 367 ype': ‘applicat 1encoded" }
bem_AcctActions. py
Response Body: (:categoryModiticationTine': 1698707068, 'platformid:: ‘Platfors-NDXOTP!, 'safelane: id' iOoarating systes-platformiNTIOTe-Lab-unixe-testotyr, ‘sddress: . latrun ‘userName': 'testotp', 'secretType':
password" , oksabied by SulkcPwianage (AL} - 2625-10.30 T euccass: . Iesthods iodTine + A497804011, " TastVeritiodTine 16997032053, 'crontedTine:: 1687 146478)
2923-16-3019:04:21.839670: onnectVsuLt py: Discomected fron vault

19:04:21.097589: bea APL.py: Connection with https: /1ab-conp. tins1ab. tsanyer. Jocal /PassmordVault /APT/Auth/Logof f succeeded with code 200
2023-10-30 19:04:21.097686

snsansser

When debug is enabled, information such as safes, platforms and accounts will also be logged.
This will help in questions as ‘Why didn’t platform X’ or ‘Why didn’t safe ‘X”’ show in the menu,
or ‘Why didn’t account X’ show in the menu.

If in doubt, run in test mode with debug set to ‘True’ in bcm_Props.props and examine the
output. Note that account, platform and safes listings are written in the JSON format which can
be easily copied and pasted to a text editor.

bcm_Main.py_Changes.log
This shows the status of accounts that were selected for change.

If there was a failure processing an account, it may be due to the API call, of which the HTML
error code will be displayed. Also, executions run in test mode will also display the test mode
status.

16| 2023-10-30 18:31:57

17 | Account: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Action: Disable, Result: Not processed, in test mode
Account: Operating System-Platform-UNIXOTP-lab-unix6-testotp, Action: Disable, Result: Not processed, in test mode
b2z

2023-10-30 18:35:04

Account: Operating System-Platform-UNIXOTP-lab-unixl-testotp, Action: Disable, Result: Processed successfully
Account: Operating System-Platform-UNIXOTP-lab-unix6-testotp, Action: Disable, Result: Processed successfully
bazizzed

Known Issues
e Do not run BulkCPMManage when other applications that analyze traffic are running
(e.g., Wireshark, Fiddler) as this may interfere with SSL connections



