Description

Manage Qualys Security and Compliance Suite account credentials. Based on the Web
Application CPM Plugin Framework.

Vendor

This platform is designed for remote account management for the following target:
Vendor Qualys
Product Qualys Security and Compliance Suite

Product Category  Vulnerability Management

Product Versions

CyberArk

This platform works with the following CyberArk versions:

CyberArk Solution
CyberArk Product
CyberArk Versions
Artifact Version
Out of the Box

Out of the Box in versions

Privileged Credentials Management
Central Policy Manager (CPM)

9.7 or higher

1.0

NO

NO



Support & Certification
Support Level CONTROLLED
Developed by Integrity360
Certification Level COMMUNITY

Connection Methods HTTPS

Actions

The following table lists the supported management actions for this platform:

Action Supported Permissions
Verify YES

Change YES

Reconcile NO

Delete NO

Prerequisites

The following prerequisites are required on the machine that will run this connection
component:

Follow the following procedure to set up your environment to use Web Application for
CPM Google Chrome: Web Application for CPM



https://cyberarkdocu.azurewebsites.net/Product-Doc/OnlineHelp/PAS/Latest/en/Content/Plugins/CPM_WebApplication.htm

Installation

Import Platform
Do the following to import the platform:

Step How To
Import the See Add new platform topic in the Online Help Center or in the
platform Privileged Access Security Implementation Guide.

Account Settings

Account Mandatory Parameters
Specify the following parameters on the account:

Parameter Description Acceptable/Example Values
Name
Username The username of the Qualys
account
Address URL of the Qualys Platform qualysguard.qg3.apps.qualys.com

Additional Policy - Parameters

Additional Policy Parameters
These parameters with their default values will be imported automatically with the
platform import operation:

Parameter Name Description  Default VValues

VerifyURL URL of the https://{Address}//qglogin/index.html
Qualys
platform for
Verify
Password

ChangeURL URL of the https://{Address}//qglogin/index.html

Qualys
platform for


https://cyberarkdocu.azurewebsites.net/Product-Doc/OnlineHelp/PAS/10.2/en/Content/PASIMP/Adding-New-Platforms.htm?Highlight=import%20a%20platform

QualysElementsData.ini
RunVerifyAfterChange
ActionTimout
PageLoadTimeout

BrowserPath

DriverFolder

EnforceCertificate

Change
Password

QualysElementsData.ini
Yes

30

60

C:\Program Files
(x86)\Google\Chrome\Application\chrome.exe

C:\Program Files (x86)\CyberArk\Password
Manager\bin

Yes



