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Changing Passwords on Broadcom Devices via SSH 

The Central Password Manager enables organizations to change passwords automatically on 

remote machines and store the new passwords in the Enterprise Password Vault, with no 

human intervention, according to the organizational policy. This plug-in supports the changing 

of passwords for users on the Broadcom Devices via SSH using the SSH protocol.   

Installation 

This plug-in uses the newer management engine: CyberArk.TPC.exe 

Please update CyberArk.TPC.exe to the latest version when installing this plug-in.  

1. Download the TPC Zip from the CyberArk Marketplace* 

Please note that CyberArk TPC v12 requires the Microsoft .NET 4.8 Framework to be 
installed on the CPM. 

 

2. Copy the Zip to the CPM server(s) and extract these files to a temporary location: 

Expect.NET.dll 

Eagle.dll 

CyberArk.TPC.exe.config 

CyberArk.TPC.exe 

CyberArk.Extensions.Utilties.dll 

CyberArk.Extensions.Infra.Common.dll 

CyberArk.Extensions.Contracts.dll 

3rdPartyLicense.txt 

META-INF folder  

 

3. Create a backup copy of the existing C:\Program Files (x86)\CyberArk\Password 
Manager\bin directory. 

4.  Copy the files to: C:\Program Files (x86)\CyberArk\Password Manager\bin\ 

5.  Additional instructions and information about CyberArk.TPC.exe are available here** 

 

You will receive the BCDevicesSSHPlugin.zip archive from your CyberArk representative.  

 

 

 

 

https://cyberark-customers.force.com/mplace/s/#a3550000000El8nAAC-a3950000000jju7AAA
https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0
https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Plug-in-Terminal-Plugin-Controller.htm
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Installing the Broadcom Devices via SSH Plug-in 

 

1. Log into the PVWA with an administrative account.  

2. Go to Administration > Platform Management. 

3. Click Import Platform. Upload the BCDevicesSSHPlugin.zip file. 
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Platform Configuration 

• The following platform settings are given initial default values. Please check that these 

match your environment or edit them accordingly . 

 To Edit these values navigate to : 

Administration →Platform Management → Broadcom Devices via SSH → Edit→ 

Automatic Password Management → Additional Policy Settings → Parameters : 

Parameter name Default value Description 

Port 22 Target port 

Protocol SSH Protocol used 
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Adding BCDevicesSSH Accounts 

Adding Accounts through the Password Vault Web Access 

• Create a new BCDevicesSSH account or use an existing one. 

• Specify the required account properties. 

• If required, associate a reconcile account for the new password object 

 

For more information about adding password objects in the Password Vault Web Access, refer 

to the Privileged Account Security Implementation Guide. 

 

General Notes  

1. BCDevicesSSH plug-in supports the following: 

• Password change 

• Password verification 

• Reconciliation 


