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Overview 

Document Purpose 

The purpose of this document is to provide instructions for integrating SyferLock’s patented 

software-based two-factor and multi-factor authentication solutions using SyferLock's 

GridGuard Virtual Appliance with CyberArk's Privileged Account Security solution via 

SAML.  This includes the specific details for modifying the CyberArk Privileged Account 

Security settings and the Syferlock GridGuard Virtual Appliance settings to allow their 

integrated communication for two-factor and multi-factor authentication. 

CyberArk Privileged Account Security - Overview  

CyberArk is the only security company focused on eliminating 

the most advanced cyber threats; those that use insider privileges to attack the heart of the 

enterprise. Dedicated to stopping attacks before they stop business, CyberArk proactively 

secures against cyber threats before attacks can escalate and do irreparable damage. The 

company is trusted by the world’s leading companies to protect their highest value 

information assets, infrastructure and applications. Designed from the ground up for security, 

the CyberArk Privileged Account Security Solution provides the most comprehensive solution 

for on-premises, cloud and ICS environments. This complete enterprise-ready Privileged 

Account Security Solution is tamper-resistant, scalable and built for complex distributed 

environments to provide the utmost protection from advanced external and insider threats. 

SyferLock GridGuard™ Authentication Solutions Overview 

SyferLock (www.syferlock.com) provides an innovative 

software-based alternative to hard tokens, smart cards and other authentication solutions. 

SyferLock delivers two-factor & multi-factor authentication utilizing patented software-based 

grids to convert static passwords/PINs into token-less one-time passwords/PINs 

(OTPs).  Increasingly, enterprises are turning to SyferLock and its software-based 

authentication solutions to strengthen security, eliminate hardware tokens and reduce Total 

Cost of Ownership (TCO). 

SyferLock’s GridGuard is deployed as a virtual appliance in the enterprise network and 

integrates with the existing user registry to provide seamless user registration and 

authentication to SSL VPN appliances, Identity & Access Management platforms, Privileged 

Access platforms, web portals, and cloud-based and other applications.  
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SyferLock Integrated With CyberArk 

 

SyferLock’s GridGuard software-based two-factor and multi-factor authentication solutions 

now provide a strong access control to the CyberArk’s Privileged Account Security solutions, 

without the need for hardware tokens and without cell phone dependency like SMS-based 

solutions.
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Prerequisites 

Assumptions, Environments, & Versions 

This document assumes that both a standard CyberArk Privileged Account Security 

installation and SyferLock GridGuard Virtual Appliance installation are already completed. 

This document was created and tested against the CyberArk PAS v9.7 and SyferLock 

GridGuard Virtual Appliance Release v5.4.4 Build 18384.  

CyberArk Privileged Account Security  
■ CyberArk PAS v9.7 

 

SyferLock GridGuard Virtual Appliance  
■ GridGuard Virtual Appliance Release v5.4.4 Build 18384 or greater 

■ LDAP based user storage ( ex. Active Directory / OpenLDAP) 
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SyferLock GridGuard Virtual Appliance Setup 

Configure External Authentication Server 

Adding an Active Directory authentication server.  

 

First, an authentication server for Active Directory must be configured.  

Browse to the GridGuard Administration & Configuration Console (ACC).  Click on 'Servers' to 

add a new authentication server.  Then click on the 'Add a New Server' in the right side 

column. 
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Configure Active Directory 

 

Enter an authentication server label in the Server ID.  Then select the Server Type as 'LDAP'.    

Enter the appropriate configuration data for your Active Directory configuration.   

■ LDAP Type: External - Active Directory 

 

■ LDAP Server: Hostname of LDAP server in URI format. i.e. ldaps://ad.company.com:636/ 

 

If you are using secure LDAP, make sure you have imported your trusted Root certificates into 

GridGuard-VA.  If you have imported the certificate, check the 'Ignore SSL errors' check box.  
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■ Bind DN: Active Directory Service Account in Distinguished Name format.  i.e. 

cn=Administrator,cn=Users,dc=example,dc=com 

 

■ Bind Password: Password associated with Bind DN account 

 

■ Test User DN: Leave blank 

 

■ User Query: Leave as default 

 

■ User Attribute: Leave as default 

 

■ User Image Attribute: Leave as default 

 

■ Password Attribute: Leave as default 

 

■ Password Format: Leave as default 

 

■ User Properties: Leave as default 

 

■ External Password Attribute: Leave as default 

 

■ Additional Attributes: cn, mail, memberOf (one per a line) 

 

Click 'Add Server'. Click 'Test DB Connection' to validate the LDAP settings. Then click 'Apply 

Changes' to save the server to the configuration file.  
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Customer User Store Setup 

 

This section provides instructions on how to configure the GridGuard server (virtual 

appliance) to access the customer's reference user store (typically Active Directory) for 

validating user passwords and group memberships. 

Choose 'Add a New Store' option 

 

Choose Stores > Add a New Store 
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Create User Store Reference 

 

1. Set Store ID to a unique name that will be used to identify this user store 

2. Set Store Type to userStore  

3. Set Storage Type to LDAP  

4. Set LDAP Server to the name of the assigned to the server created above 

5. Set Base DN to the base dn that will be used to query for users on this server 

6. Click Add Store  

7. Click Apply Changes to save all changes 
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GridGuard User Store & User Info Store Setup 

 

This section provides instructions on how to setup a GridGuard user store and a GridGuard 

user info store. 

  

The user store is the store against which lookups are performed to determine if the user is a 

registered user of the system; the user info store is used to store the PIN, corner/target position 

and GridPic associated with the user. Typically, these are stored on the GridGuard server 

(virtual appliance) in the same LDAP OU. 

  

The GridGuard server (virtual appliance), by default, comes with a user store (DefaultRealm-

2Form-UserStore) and a user info store (DefaultRealm-2Form-UserInfoStore) pre-configured. If 

you are using the pre-configured stores, you can skip the steps below completely. 

  

Follow the steps below only if you want to use a separate LDAP OU to store the user 

credentials for this integration. 

Create a new LDAP OU 

 

1. Choose the LDAP Configuration option 

2. Click on the LDAP User Org. Unit (OU) tab 

3. Click Add User OU  

4. A new dialog window is displayed. Enter the DN (short name) of the OU to create 

5. Click Add User OU 

This will create a new user OU that will be used to store user information. 
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Create User Store Reference 

 

1. Set Store ID to a unique name that will be used to identify this store 

2. Set Store Type to userStore  

3. Set Storage Type to LDAP  

4. Set LDAP Server to localhost-OpenLDAP  

5. Set Base DN to the base DN of the OU created in the step above 
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Create User Info Store Reference 

 

1. Set Store ID to a unique name that will be used to identify this store 

2. Set Store Type to userinfoStore  

3. Set Storage Type to LDAP  

4. Set LDAP Server to localhost-OpenLDAP  

5. Set Base DN to the base DN of the OU created in the step above 
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Realm Configuration 

General Tab 

 

■ Realm Name: Realm Identifier 

■ Corners/Target Positions : Select number of cell corners/target positions 

■ Grid Mode: GridAdvanced 

■ Process Type: SAML 

  



15 

Grid Options Tab 

 

2Form Options 

■ Enable 2Form : Checked 

■ Enable GridPIN: Checked 

■ Device Configuration: Use "2 Authentication Servers" for 2Form. Use "1 Authentication Server" for 

PIN only. 

■ Nonce Content: PIN 

■ Authenticate with PIN Only: Check if you are using PIN Only 

 

Other Options 

■ Enable My Grid: Uncheck 

■ Force Layout: PIN 

■ Enable Password Change:  

■ Enable Number Pad:  

■ Enable GridPic:  
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Cryptographic Options Tab 

All of the options here can be set to any reasonable setting.  

2-Factor Options Tab 

All of the options here can be set to any reasonable setting.  

Fields Tab 

 

 
 

■ Username Field : "username" 

■ Password Field : <blank> 

 

User Groups Tab 

All of the options here can be set to any reasonable setting. 
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URLs Tab 

 

■ Restricted HTTP Referer List : <Set appropriately> 

■ Base URL : <Only needs to be set if GridSoftToken is enabled.> 

■ Authentication URL : <BLANK> 

■ Landing URL : <BLANK> 

■ Logout URL : %REFURL% 

■ Login Failed URL :  %REFURL%  

■ Locked Out URL : %REFURL% 

■ IP Lookup Site : <Leave as is> 
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Stores Tab 

 

■ Grid Store : Select a valid grid store. 

■ History : Select a valid history store. 

■ Primary User Store : User store associated with GridGuard. 

■ Username is UserID: Unchecked 

■ Secondary User Store: User Store associated with Active Directory. 

■ User Info Store : User Info store associated with GridGuard. 

■ Nonce Store : <BLANK> 

■ Session Store  : Select a valid session store. 
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Advanced Tab 

 

■ Enable Self-registration : Set Appropriately 

■ Proxy Header Field : Set Appropriately  

■ Pass Authentication to Backend : Checked 

■ ClickJacking Protection : Checked 

■ Enable Debug Mode : Unchecked 

■ Disable Login Button : Unchecked 
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GridGuard SAML Configuration 

 

Set up the SAML values for GridGuard that will be relevant for the CyberArk Integration 

SAML Configuration - General Tab 

 

1. Right Click on SAML Configuration in the left pane 

2. Choose Add 

3. Name the SAML Configuration 

4. Pick a Cert for the Signing Certificate, make a note of the Signing Certificate that you selected 

5. For the EntityID put PasswordVault 

6. Add the ACS URL https://<PasswordVault FQDN>/PasswordVault     

7. Choose the SAML_2Form Realm you created 

8. Choose sAMAccountName as the Name Identifier 
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9. Choose unspecified as the Name ID Type 

10. Check the Sign Assertion Checkbox  

11. Click Apply Changes 

 

SAML Configuration - Reference URL Tab 

 

Copy the SP initiated login URL 

Copy the Logout URL. 
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SAML Configuration - Retrieve PEM CERT 

 

1. In the Left Pane, Single Click the Header "SAML Configuration" 

2. Click the Export (Download Arrow) for the Cert you picked in the General Tab Settings 

3. Click the Download Button in the Export Certificate Window that is presented. 

4. Locate the "samlCertificate.pem" file that is downloaded.  

5. Open in an editor.  

6. Stripe out everything except for the cert, including the line breaks, until you have a solid line of just the cert. 
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CyberArk Setup 

Configuration Details 

The following instructions were taken from the CyberArk's document "Privileged Account 

Security Implementation Guide". 

Configuring Access through the PVWA 

 

Log onto the PVWA as the predefined Administrator user.  

Click ADMINISTRATION to display the System Configuration page 
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Click Options 

The main system configuration editor appears.  

Expand Authentication Methods; a list of the supported configuration methods is displayed. 

Specify the following Authentication Methods properties 

Select SAML and make sure the Enabled property is set to Yes. 

In LogoffUrl, specify https://<SyferlockApplianceAddress>/gridguard/saml/logout/CyberArk 

Click Apply to save the new configurations and stay in the Options page, or, Click Save to 

save the new configurations and apply them after the period of time specified in the 

RefreshPeriod parameter. 

Configuring PVWA SAML Authentication 

 

In the PVWA:  

1. In the Options page, right-click Access Restriction, then select Add AllowedReferrer; a new parameter node 

is added to enable you to configure an Allowed Referrer.  

2.   In the Allowed Referrer property list, in BaseURL, specify: 

https://<Syferlock Appliance Address>/gridguard/saml/idp  

 

3. Click Apply to save the new configurations.  
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Configuring Web.config SAML Authentication 

In the PasswordVault web.config file  

1. In the PasswordVault installation folder, open the web.config file.  Default Location: 

C:\inetpub\wwwroot\PasswordVault\ 

2. In the appSettings tag, add the following mandatory parameters:  

■ IdentityProviderLoginURL:https://<Syferlock Appliance 

Address>/gridguard/saml/idpIdentityProviderCertificate – The base 64 text representation of the 

certificate that is configured for your Syferlock Appliance as the SAML response signing 

certificate. This is used by the PVWA to verify the authenticity of the responses.   
<appSettings> 

    [... 

    Rest of the appSettings 

    ...] 

    <add key="IdentityProviderLoginURL" value="https://[... SP initiated 

login URL ...]/gridguard/saml/idp"/> 

    <add key="Issuer" value="PasswordVault"/> 

    <add key="IdentityProviderCertificate" value="[... The stripped down 

Certificate ...]"/> 

  </appSettings> 
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Restart the CyberArk PVWA 

After the completion of the update to the Web.config file, restart the IIS running iisreset 

/restart as Administrator. 

 
Change to the Web.config file should cause the PVWA application to reinitialize 

automatically. 
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Testing 

Create a Test User 

Create a Test User in AD 

Add a user in the LDAP store using the normal processes. 

Create a Test User in CyberArk 

Use the instructions in the CyberArk Privileged Account Security Installation Guide 
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Test User Registration 

Test User Registration 

On the PVWA 

 

Click the SyferLock SAML Tile 
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Enter the correct UserID 

Click Login 
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The Registration page will display 

Enter your Network Password.  

Select your PIN & Corner/Target Position 
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Click Save 
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Registration will indicate success 

Click OK to Proceed to Login 

 

Enter your Network Password  

Determine GridPIN using your PIN + Corner/Target Position and the Provided Grid 

Click the Login button 
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The user should be logged into the CyberArk Password Vault. 
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Test User Login Success 

Test User Login Success 

In the PVWA 

 

Click the SyferLock SAML Tile 



35 

 

Enter the correct UserID 

Click Login 
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Enter the Correct AD Password 

Enter the GridPIN that corresponds to the previously selected PIN and Corner/Target Position 
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Click Login  
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The user should be granted access to the Vault. 
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Test User Login Failure 

Test Registered User Failure 

Test Login with a Valid UserID & Invalid Password 

Login should fail 

Test Login with a Valid UserID & Valid Password & Invalid GridPIN 

Login should fail 

Test Unregistered or Invalid User Failure 

Test Login with Unregistered UserID & Invalid Password 

Should show registration, but should fail the login 

Test Login with an Invalid UserID  

Should present "Dummy Grid" and fail login attempts 
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SyferLock Contact Information 

Business Contact: 

 

Chris Cardell 

ccardell@syferlock.com 

1-203-292-5441 

 

Technical Contact: 

 

Frank LaPlante 

flaplante@syferlock.com 

1-203-941-0575 x705 

 

Support Contact: 

 

support@syferlock.com 

U.S. 1-855-793-3756 x2 

Intl. 1-203-941-0575 x2  
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